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EXECUTIVE SUMMARY

This document is the deliverable of the WP6 Task 6.3 of CONNECTA. It presents the feedback
obtained after the analysis and executions of the test cases from the IEC 61375-2-8 (TCN
Conformance Test), in order to check its feasibility and give feedback to this standard itself and also
to the standards IEC 61375-2-3 ([1]), IEC 61375-2-5 ([2]) and IEC 61375-3-4 ([3]).

The IEC 61375-2-8 will contain all the needed test cases (conformance tests) to check the fulfilment
of the standard IEC 61375-2-3 ([1]), IEC 61375-2-5 ([2]) and IEC 61375-3-4 ([3]). It will be a really
important standard in order to allow the certification of different Ethernet based TCMS equipment
or/and system providers products, ensuring the correct functionality and interoperability among
them. In addition, it will allow to obtain the desired quality levels to the train manufacturers on the
implementation of the railway standards and ensure the interoperability between consist and/or
trainsets of different manufacturers.

The first steps carried out in order to develop the IEC 61375-2-8 have been the carefully extraction
and classification of the requirements from the IEC 61375-2-3 ([4]), IEC 61375-2-5 ([5]) and IEC
61375-3-4 ([6]). These requirements have been used not only to create the test cases of the different
clauses of the IEC 61375-2-8 but also to design the test bench where the test cases have been
executed. Some members out of CONNECTA (WG43) have collaborated in the redaction and
revision of the different requirements and clauses.

As a result of the IEC 61375-2-8 test case analysis and execution, improvements and suggestion to
the different standards has been detected, which are included in this deliverable.

It must be remarked that have been two main difficulties in the execution of this task. The first one
has been the lack of availability of some CONNECTA members, which unfortunately has led to
multiple work load reorganizations and delays. Furthermore, some of the clauses delivered are not
finished (they contain TBDs (To Be Defined) and empty chapters), complicating even more the
correct execution of the tests.

In the other hand, the complexity of the three standards (IEC 61375-2-3 ([1]), IEC 61372-5 ([2]) and
IEC 61375-3-4 ([3])) has become the requirements extraction and validation a hard work (an amount
of 487 requirements has been extracted).

Additionally, the lack of availability of equipment that implements part of the standards, has made
impossible to execute some of the test cases. However, all the test cases have been analysed in
order to give the best possible feedback.

To sum up, and despite the faced difficulties, two main goals have been achieved: A draft of the IEC
61375-2-8 and corrections and suggestions of improvements for the IEC 61375-2-3, IEC 61375-2-
5, IEC 61375-3-4 and IEC 61375-2-8.
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The next steps should be:
1 Reuvision of the standards IEC 61375-2-3 ([1]), IEC 61375-2-5 ([2]) and IEC 61375-3-4 ([3]).
9 Finalization of the clauses of the IEC 61375-2-8.
 Final review of the IEC 61375-2-8

9 Officialization of the IEC 61375-2-8 by the IEC
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1. INTRODUCTION

The Task 6.3 is a quite different task inside the WP 6 of CONNECTA. This task was created to
promote the elaboration of the conformance testing standard (IEC 61375-2-8) by CONNECTA
members. It must be remarked that the WGA43, which is the one who works in the IEC 61375-2-8
standard, is composed by members of CONNECTA and members outside CONNECTA.

In the following figure a diagram showing the general concept of the task T6.3 is shown:

Feedback to
IEC 61375-2-3

Feedback to
IEC 61375-2-5

TEST EXECUTION

IEC 61375-2-3

l

IEC 6137525 IEC 61375-2-8 Test environment

Feedback to
IEC 61375-34

IEC 61375-34

Feedback to
IEC 61375-2-8

Figure 1: T6.3 concept diagram

The first actions carried out were the extraction of the requirements of the different IECs (IEC 61375-
2-3 ([1]), IEC 61372-5 ([2]) and IEC 61375-3-4 ([3])) and the assignment of the different clauses of
the future IEC 61375-2-8 among the WG43 members.

The initial assignment was modified several times due to the lack of availability of some of the
members, so the final assignment was as follows:

CTA-T6.3-D-CAF-006-11 Page 18 of 521 24/09/2018



Contract No. H2020 1 730539 (‘ Shift2Rail

CONNBSCTA
O
Company Details of Contribution
Bombardier (BTD) 1 Clause 4: Conformance test: approach,

requirements and boundaries
9 Clause 5: Basic Interface Tests

1 Clause 10: SDTv2

Japanese NC, Deutsche | § Clause 7: ECN Equipped consist
Bahn (DB)

Westermo (WMO), CAF Clause 8: ETBN

Feedback to the IEC 613752-2-5

CRRC, Duagon, CAF Clause 9: TRDP (TRDP PD part)

A =4 =4 =

CAF Requirement extraction from IEC

613752-2-3, IEC 613752-3-4 and IEC
613752-2-5

Design and assembly of the Test Bench
Clause 6: End Device

Clause 9: TRDP (TRDP MD part)

Test Case analysis

Test Case execution

= = =4 =4 -4 -

Feedback to the IEC 613752-2-5, IEC
613752-3-4 and IEC 613752-2-5

1 Deliverable writing

Siemens (SIE), Moxa 1 Clause 11 (ETB equipped Consist)

Table 1: Task and Clause assignment

While each member of the WG43 was writing the assigned clause, the design and assembly of the
test bench was realized, to execute the different test case when they were finished.

Taking advantage of the WG43 meeting in Beasain (SPAIN) the 16th of May of 2018, a
demonstration of the conformance testing was performed by CAF, showing the execution of some
test cases of TRDP Process Data and Message Data on the test bench
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Figure 2: Conformance Testing Demo on the WG43 meeting in Beasain, 16/05/2018

Due to the deadlines of the Task 6.3 and to avoid further delays, the execution of the submitted test
cases started while waiting for the rest of the clauses. As a result of the test execution, a document
with feedback to the IEC 61375-2-3 ([1]), IEC 61375-2-5 ([2]), IEC 61375-3-4 ([3]) and the future IEC
61375-2-8 has been written.

In the following sections the content of the documents used as input of this task and the annexes
included on this deliverable are explained.
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2. TCMS FUNCTIONAL REQUIREMENTS FOR
ETB/ECN/COMMUNICATION PROFILE

2.1 INTRODUCTION

In this chapter, the requirements of the IEC 61375-2-5 (Ethernet Train Backbone (ETB))([1]), 61375-
2-3 (TCN Communication Profile)([2]) and 61375-3-4 (Ethernet Consist Network (ECN))([3])
standards referenced in this deliverable, are described. As it has been explained before, the
requirements extraction of these three IEC standards has been a very important step inside task 6.3,
because they have been the input of the IEC 61375-2-8.

It must be remarked that the IEC 61375 standard series specifies a TCN (Train Communication
Network) for usage in railway vehicles, mainly intended for the exchange of TCMS related
information, but not restricted to it.

The requirement extraction has been a laborious step, due to the complexity and extension of the
standards. It was decided to maintain the same structure of the standard, so the sections of the
requirements are aligned with the content of the standard.

In addition, and to link the requirements with the different clauses of the IEC 61375-2-8, each
requirement has 5 fields:

1 Mandatory: Indicates if the requirement is mandatory or not.

1 ETB: Indicates if the requirement is related to the Ethernet Train Backbone (ETB)

1 ETBN: Indicates if the requirement is related to the Ethernet Train Backbone Node (ETBN)
1 ECN: Indicates if the requirement is related to the Ethernet Consist Network (ECN)

1 End Device: Indicates if the requirement is related to the End Device

The tables, diagrams, figures or clause/sub-clause of the standard are included in the requirement
as references. For example, instead of copying the ETBN Inauguration state diagram, a reference
to the Figure 33 of the standard is included.
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2.2 |IEC 61375-2-3 TCN COMMUNICATION PROFILE
REQUIREMENTS

The standard IEC 61375-2-3 ([1]) defines the communication profile of the TCN, specifying rules for
the data exchange between consists connected thought the ETB (defined in IEC 61375-2-5 ([2])),
with the aim to achieve interoperability. The main goals of this standard are:

91 Definition of the requirements necessary for communication interoperability on ETB level.

9 Full documentation of the requirements of all users, aligning them and setting them out in
standard form.

1 Providing guidelines for the technical solution adopted for the train backbone interoperability
communication.

91 Defining a conformance test guideline which gives guidance for checking the conformity of
the consist to the communication profile.

To achieve these goals, the standards defines these items:
9 An architecture with defined train directions related to different train views.
1 A common functional addressing concept.
T Common communication protocol for data exchange between functions.
1 A set of services for train communication control.

216 requirements have been extracted from the IEC 61375-2-3 ([1]), where 205 of them are
mandatory. This document is available on the cooperation tool:
https://www.cooperationtool.eu/projects/

2.3 IEC 61375-2-5 ETB (ETHERNET TRAIN
BACKBONE) REQUIREMENTS

This document contains all the requirements extracted from the standard IEC 61375-2-5 ([2]).

The standard IEC 61375-2-5 ([2]) defines Ethernet Train Backbone (ETB) in order to achieve
interoperability between consist of different types, when are coupled in the same train composition.
The standard follows de ISO-OSI model and specifies the whole protocols stack from the physical
layer up to the application layer.

174 requirements have been extracted from the IEC 61375-2-5 ([2]), where 136 are mandatory. This
document is available on the cooperation tool: https://www.cooperationtool.eu/projects/
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2.4 |[EC 61375-3-4 ECN (ETHERNET CONSIST
NETWORK) REQUIREMENTS

This document contains all the requirements extracted from the standard IEC 61375-3-4 ([3]).

The standard IEC 61375-3-4 ([3]) specifies de data communication network inside a consist based
on Ethernet technology: the Ethernet Consist Network (ECN). Its application allows the
interoperability of individual vehicles within an Open Train in international traffic.

95 requirements have been extracted from eth IEC 61375-3-4 ([3]), where 89 are mandatory. This
document is available on the cooperation tool: https://www.cooperationtool.eu/projects/

3. IEC 61375-2-8 WITH IEC OFFICIAL FORMAT

The International Electrotechnical Commission (IEC), based on the Clauses 4 to 11 provided by
CONNECTA, creates a document with the official I EC st andar d6137/®2-8qkdl-1S-CD3 9
draft-v2g-wip-v 2 0 1 8 0[8])2Unirfunately, is not updated with the information of the last version
of the IEC 61375-2-8, so it should be updated by the IEC.

4. |[EC 61375-2-8 CONFORMANCE TEST: CLAUSES FROM 4 TO 11

All clauses for IEC 61375-2-8 can be found in Annex A: IEC 61375-2-8 CONFORMANCE TEST:
CLAUSES FROM 4 TO 11.

This annex includes:
1 Conformance Testing Clause 4: Conformance test: approach, requirements and boundaries.

0 This clause is the introduction of the standard and explains its purpose, scope,
requirements, methodology

1 Conformance Testing Clause 5: Basic interface test

0 This clause specifies conformance test cases for physical layer functions and basic
communication for devices connected to ECN or ETB as given in standard parts
IEC61375-2-5 ([2]) and IEC61375-3-4 ([3])

1 Conformance Testing Clause 6: Conformance test of End Device

o This clause defines conformance requirements for conformance testing for end
devices as given in standard parts IEC61375 2-3 ([1]), IEC61375 2-5 ([2]) and
IEC61375 3-4 ([3]).

1 Conformance Testing Clause 7: Conformance test of ECN-equipped consist

0 This clause specifies conformance test cases for testing the Network Devices within
a consist network.
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Conformance Testing Clause 8: Conformance test of ETBN:

o This clause specifies conformance test cases for testing an Ethernet Train
Backbone Node (ETBN).

Conformance Testing Clause 9: Conformance test of TRDP

o This clause defines conformance requirements for conformance testing for Train
Real-Time Data Protocol (TRDP) as given in standard IEC61375 2-3. The clause is
divided in to main parts: TRDP Process Data and TRDP Message Data.

Conformance Testing Clause 10: SDTv2 Conformance Test

o This clause defines a framework of requirements for conformance testing for
devices connected to the ECN using the SDTv2 protocol.

Conformance Testing Clause 11: Conformance test of ETB-equipped consist:

0 The scope of this clause is to specify the tests necessary to assure the TCN
conformance of an ETB equipped consist.

4.1 IEC 61375-2-8 ANALYSIS AND FEEDBACK TO IEC
61375-2-3, IEC 61375-2-5, IEC 61375-3-4 AND IEC
61375-2-8.

The Annex B: IEC 61375-2-8 analysis and feedback to IEC 61375-2-3, IEC 61375-2-5, IEC 61375-
3-4 and IEC 61375-2-8 contains the feedback of each Test Case of each Clause. This document
has the following fields:

=A = =4 =4 =4 =

Clause Name
Test Suite Name
Test Case Name
General Comment of each Clause
Requirement to be validated on each Test Case
Type of requirement:
o Mandatory
o Conditional

0 Optional
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1 Type of Test Case:
0 Mandatory
o Conditional
0 Optional
{1 State of the Test Case:
o OK
o NOOK

0 FORMAT: Content OK, but the Test Case format is not the one agreed inside
CONNECTA

0 CORRECTED IN NEW VERSION: The test case has been corrected on the latest
version (available on the cooperation tool: https://www.cooperationtool.eu/projects/ )

Feedback to the IEC 61375-2-3 ([1])
Feedback to the IEC 61375-2-5 ([2])
Feedback to the IEC 61375-3-4 ([3])

Feedback to the IEC 61375-2-8

= = =4 =4 =9

General Comment

4.2 FEEDBACK TO IEC 61375-2-5 BY WESTERMO (WG

43).

This annex C: FEEDBACK TO THE IEC 61375-2-5 BY WESTERMO (WG43) contains the feedback
to the IEC 61275-2-5 by Westermo (WG43 member). Westermo, as responsible of the redaction of

the clause 8 (ETBN) of the IEC 61375-2-8, has execute a deep analysis of the IEC 61375-2-5,
obtaining a lot of corrections and suggestions for the IEC 61275-2-5.
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5. SPECIFIC TEST SCENARIO SPECIFICATION.

A test bench was designed and implemented to validate all the requirements extracted from the IEC
standards, executing the Test Cases of the IEC 61375-2-8. Figure 3 shows the 3D image of the Test
bench while figure 4 shows the real test bench.

HMI

HMI

Power Switch

for each
device ETBN x4
Car Switch x2
CCU x2
CCU

Ethernet Repeater

Power Switch
for each
device

10 module x2

Figure 3: Test Bench 3D image
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Figure 4: Real image of the test Bench

The configuration used for each clause was as follows:

91 Clause 5:

o Physical layer test:

A Definition: Test the correctness of mechanical and electrical parameters of the
physical layer network interface.

A HW:N/A

A It must be remarked that CAF has not measured any signal at electric level
(wave forms, frequenciesé) or EMC, so t
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0 Basic communication protocol test:

@hift Rail

A Definition: Test the ability of sending and receiving UDP and TCP packets

A HW: PC, CSW (CAR SWITCH), Ethernet TAB, 100 m ethernet cable

0 Reliability tests:

A Definition: Test the reliability of the communication under railway specific
stress conditions.

A 1t must be remarked that CAF P&A has not measured any signal at electric

|l evel
party.

(wave

i Clause 6: Conformance test of End Device:

f or ms,

frequenciesé) or

o Definition: conformance requirements for conformance testing for end devices, as
given in standard parts IEC61375 2-3 ([1]), IEC61375 2-5 ([2])and IEC61375 3-4

(3.

o HW: PC, CSW, ETBN, Ethernet TAB, End Device (HMI or IO Module)

ED Dual
Homing

L L ETH |

ED Dual
Homing

r — —ENGTe]
| ETH

R LAPTOP
| ETH

ETH

\_‘

Figure 5: Test Environment diagram for clause 6
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1 Clause 7: Conformance test of ECN-equipped consist:

o Definition: This clause specifies conformance test cases for testing the Network
Devices within a consist network.
o HW: PC, CSW, ETBN, End Device, Ethernet TAB

ED Dual

Homing

s LAPTOP
| ETH

I
| 1] ETH Ll

_— —

Figure 6: Test Environment diagram for clause 7

9 Clause 8: Conformance test of ETBN:

o Definition: This clause specifies conformance test cases for Ethernet Train
Backbone (ETB) to fulfil open train data communication system requirements.
o HW: PC, CSW, ETBN, Ethernet TAB

LAPTOP

Figure 7: Test Environment diagram for clause 8
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1 Clause 9 Conformance test of TRDP:

o Definition: This clause defines the tests necessary to assure the correct
implementation of the TRDP protocol.
o HW: PC, CSW, ETBN, Ethernet TAB, End Device (HMI or IO Module)

RS | \PTOP (il LAPTOP
| ETH | ETH

ETH I !

I
[ | ETH [ .

I A

Figure 8: Test Environment diagram for clause 9

9 Clause 10 SDTv2 Conformance test:

o Definition: This clause defines a framework of requirements for conformance testing
for devices connected to the ECN using the SDTv2 protocol.
o HW:CCU, PC

LAPTOP

ETH

Figure 9: Test Environment diagram for clause 10

1 Clause 11: Conformance test of ETB equipped consist:

o Definition: This clause defines the necessary tests to assure the TCN conformance
of an ETB equipped consist.
o HW: CCU, ETBN, CSW and PC
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Figure 10: Test Environment diagram for clause 11
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6. CONCLUSIONS

Although the bunch of difficulties faced on the T6.3, some achievements have been made. However,
there are still some point pending:

9 Achievements:

0 The requirements of the IEC 61375-2-3 ([1]), IEC 61375-2-5 ([2]) and IEC 61375-3-
4 ([3]) has been extracted. This means an important base not only for the IEC
61375-2-8, but also future standards and updates.

o0 Adraft of the IEC 61375-2-8 has been redacted, stablishing the way to a new
standard for the homologation of equipment and/or providers.

0 A considerably amount of comments, suggestions and corrections has been faced
for the IEC 61375-2-3 ([1]), IEC 61375-2-5 ([2]) and IEC 61375-3-4 ([3]) (specially
for the IEC 61375-2-5 ([2])).

9 Difficulties:

0 The extraction of the requirements from the different IEC has been a demanding
work. The different transition and state diagrams, tables, references to other
standards and some ambiguous content has raised the complexity of this activity.

0 The availability of WG43 members has been constantly changing, causing delays
and other difficulties.

0 The quality of the test cases of some clauses has been very low, complicating
enormously the execution. In addition, there are several incomplete clause and test
cases which have been impossible to test. Moreover, some clauses and updates of
test cases have arrived after the agreed deadline, making their execution
impossible.

0 The lack of development and implementation of some protocols (such as SDTV2)
has made impossible to perform some tests. However, this test cases have
feedback because albdemexacged, theyhhave bebnaanal/sed t
in detail.

0 The delay accumulated by these difficulties has the possibility of a second round of
corrections and revisions of the test cases.

1 Openissues

o Thef eedback 061376-B3% 61B75-&-5 and 61375-3-4 standards should
be reviewed to update/correct them if necessary
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o0 The IEC 61375-2-8 should be corrected and finished based on given feedback
As an overall view of the feedback of the IEC 61375-2-8, this is the state of each clause:
1 CLAUSE 4:
o The format and the content are correct
1 CLAUSE5:

o0 The format of the test cases is not the one agreed inside CONNECTA.
0 PICS not clear (which one is mandatory?).

0 Lack of traceability between Requirements and Test Cases.

0 The test case steps must be more detailed.

o One test case could be not feasible.
T CLAUSE 6:

o Are some TBD.

o PIC and test cases are incoherent, don't match mandatory, optional or conditional
state of requirements

0 The format of the test cases is not the one agreed inside CONNECTA.

o All the comments corrected last version of the IEC 61375-2-8
T CLAUSE 7:

0 Not finished
0 The format of the test cases is not the one agreed inside CONNECTA.
0 PICS should be located before the test cases, not after

0 There is a traceability between Test Cases and IEC subclauses) but no with the
requirements.

0 Test cases are not defined in detail and can lead to confusion and are ambiguous.

0 Test methodology not clear.
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0 PICS incomplete.
0 Mandatory, Optional and Conditional requirements mixed in the same Test Case.

0 Not clear if a test Case is Mandatory, optional or Conditional.
1 CLAUSE 8:

o Not finished

0 The format of the test cases is not the one agreed inside CONNECTA.
0 Some open points pending to discuss

0 Test case traceability to IEC and subclause but no to requirements.

1 CLAUSE 9 (TRDP MD):

0 Todiscuss if the reserved COMM ID (from 200 to 999) should be used

0 Missed Iltem number, needed for traceability between requirements, PICS and Test
cases.

0 Some tests are wrong focused

o0 All the comments corrected last version of the IEC 61375-2-8

1 CLAUSE 9 (TRDP PD):

0 The format of the test cases is not the one agreed inside CONNECTA.

0 The period of the TRDP frames is set to 10 ms, but the minimum allowed period for
TRDP PD is 20 ms.

0 Todiscuss if the reserved COMM ID (from 200 to 999) should be used.

1 CLAUSE 10 (SDTV2):

The format of the test cases is not the one agreed inside CONNECTA.

Test Setup not clear.

The test cases must be deeper defined, with all the steps clearly defined.

The inspection of the PICS is not a valid test method.

There is no traceability between Test Cases and requirements.

Due to the lack of an equipment which implement SDTv2, the test cases pf this
clause haven’t been executed

O O 0O O o o

1 CLAUSE 11 (ETB EQUIPPED CONSIST):

Not finished

The format of the test cases is not the one agreed inside CONNECTA.
There is no traceability between Test Cases and requirements.

Need more detailed steps on the test cases

PICS not done

There are some missing references.

O O O o o o
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As general conclusion, and in order to have an enough mature draft of the IEC 61375-2-8, the
unfinished clauses must be finished and reviewed, correcting the detected issues and eliminating all
the TBDs. Finally, it must be given the correct IEC standard format by the IEC.

CTA-T6.3-D-CAF-006-11 Page 35 of 521 24/09/2018



g; .. o Shift Rail
CC)ﬁﬁ CTA Contract No. H2020 7 730539 C

7. REFERENCES

1. IEC 61375-2-3 TCN communication profile, available on the IEC WebStore
https://webstore.iec.ch/

2. IEC 61375-2-5 ETB (Ethernet Train Backbone), available on the IEC WebStore
https://webstore.iec.ch/

3. IEC 61375-3-4 ECN (Ethernet Consist Network), available on the IEC WebStore
https://webstore.iec.ch/

4. |EC 61375-2-3 TCN communication profile requirements, available on the Cooperation Tool
with code CTA-T6.3-T-CAF-022-01 https://www.cooperationtool.eu/projects/

5. IEC 61375-2-5 ETB (ETHERNET TRAIN BACKBONE) requirements, available on the
Cooperation Tool with code CTA-T6.3-T-CAF-023-01

6. https://www.cooperationtool.eu/projects/

7. |IEC 61375-3-4 ECN (ETHERNET CONSIST NETWORK) requirements, available on the
Cooperation Tool with code CTA-T6.3-T-CAF-022-01
https://www.cooperationtool.eu/projects/

8. IEC 61375-2-8 with IEC official format, available on the Cooperation Tool with code CTA-
T6.3-T-CAF-025-01 https://www.cooperationtool.eu/projects/

CTA-T6.3-D-CAF-006-11 Page 36 of 521 24/09/2018


https://webstore.iec.ch/
https://webstore.iec.ch/
https://webstore.iec.ch/
https://www.cooperationtool.eu/projects/
https://www.cooperationtool.eu/projects/
https://www.cooperationtool.eu/projects/
https://www.cooperationtool.eu/projects/

Contract No. H2020 1 730539 (‘ Shift2Rail

con CTA

ANNEX A: |[EC 61375-2-8 CONFORMANCE TEST: CLAUSES FROM 4 TO
11

Author Gernot Hans BTD (Clauses 4, 5 and 10), Mikel Colera @@lause 6 and 9 (TRDP
MD)), CRRC (Clause 9 (TRDP PD), J&ov Vatn WMO (Clause 8), Armin
Heindel SIE (Clause 11)

Partner BTD + CTA
Date 10/08/2018
Document Code

Status Draft

Document history
Revision Date Description

1 12/04/2017 First issue

2 24/10/2017 Add clause 7, 8 and 11

3 15/02/2018 Add clause 9 (TRDP PICS + Message Data Test Cases)

4 21/05/2018 Update clause 8, Correct clause 9

5 06/06/2018 Correct clause 9 after test case implementation

6 10/08/2018 Corrected clause 6, updated clause 8, corrected clause 9
(TRDP PICS + Message Data Test Cases), added TRDP PD to
clause 9, Added Clause 11 and Index update.
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A.1 CLAUSE 4: CONFORMANCE TEST APPROACH,
REQUIREMENTS AND BOUNDARIES

A.1.1 THE APPROACH

This standard specifies a general methodology for testing the conformance to the TCN protocol
standard of products in which the standard is claimed to be implemented.

This standard is organised into clauses structured into different phases of the conformance testing
process, these phases being characterised by the following roles:

T

The specification of abstract test suites for particular TCN protocols according to ISO/IEC
9646-1;

The derivation of executable test suites and associated testing tools according to ISO/IEC
9646-7;

Annex C (available on the 9-61375-2-8-Ed1-1S-CD-draft-v2g-wip-v20180622 document) specifies
the rules on clients and laboratory specifying:

T

the role of a client of a test laboratory, having an implementation of TCN protocols to be
tested,;

the operation of conformance testing, culminating in the production of a conformance test
report which gives the results in terms of the test suite(s) used and the relevant
documentation produced.

In all clauses of this standard, the scope is limited in order to meet the following objectives:

)l
1

T

to achieve an adequate level of confidence in the tests as a guide to conformance;

to achieve comparability between the results of the corresponding tests applied in different
places at different times;

to facilitate communication between the parties responsible for the roles described above.

Each objective involves the framework for development of TCN test suites, as listed hereinafter:

)l
T
1
T
1

how they should relate to the various types of conformance requirement;

the types of test to be standardised and the types not needing standardisation;
the criteria for selecting tests for inclusion in a conformance test suite;

the notation to be used for defining tests;

the structure of a test suite.
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Certification, an administrative procedure which may follow conformance testing, is outside the
scope of this standard.

Requirements for procurement and contracts are outside the scope of this standard.
Requirements

General

In the context of TCN, a real system is said to exhibit conformance if it complies with the requirements
of applicable TCN standard clauses in its communication with a reference system, i.e. the tester.

A TCN standard is a set of interrelated clauses which, together, define behaviour of TCN systems in
their communication. Conformance of an IUT will, therefore, be expressed at two levels,
conformance to each individual clause, and conformance to the set of clauses.

The following clauses define the conformance requirements and classify them according to attributes
and into feasible groups. Attributes and grouping are defined from the general point of view with
reference to a TCN specification itself and from the IUT point of view. In the second case, the
requirement shall be declared in the appropriate PICS and PIXIT.

Conformance requirements
The conformance requirements can be:

1 mandatory requirements: these are to be observed in all cases;

9 conditional requirements: these are to be observed if the conditions, set out in the clause,
apply;

9 options: these can be selected to suit the implementation, provided that any requirements
applicable to the option are observed.

TCN essential functionality are mandatory requirements; additional functionality can be either
conditional or optional requirements.

Furthermore, conformance requirements in a Part can be stated:
9 positively: they state what shall be done;
1 negatively (prohibitions): they state what shall not be done.
9 Finally, conformance requirements fall into two groups:

0 static conformance requirements;
o dynamic conformance requirements;
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Static conformance requirements

To facilitate interoperability static conformance requirements, define the allowed minimum
capabilities of an implementation. These requirements may be at a broad level, such as the grouping
of functional units and options into protocol classes, or at a detailed level, such as a range of values
that must be supported for specific parameters of timers.

9 Static conformance requirements and options in TCN parts can be of two varieties:

91 those which determine the capabilities to be included in the implementation of the particular
protocol;

those which determine multi-layer dependencies, for example those which place constraints on the
capabilities of the underlying layers of the system in which the protocol implementation resides.
These are likely to be found in upper layer parts (e.g. network management vs real time protocols).

All capabilities not explicitly stated as static conformance requirements are to be regarded as
optional.

Dynamic conformance requirements

Dynamic conformance requirements are all those requirements (and options) which determine what
observable behavior is permitted by the relevant TCN part in instances of communication. They form
the bulk of each TCN protocol document. They define the set of allowable behaviors of an
implementation or real system. This set defines the maximum capability that a conforming
implementation or real system can have within the terms of the TCN protocol document.

A system exhibits dynamic conformance in an instance of communication if its behavior is a member
of the set of all behaviors permitted by the relevant TCN protocol part in a way which is consistent
with the PICS.

1 A conforming system:

A conforming system or implementation is one which is shown to satisfy both static and
dynamic conformance requirements, consistent with the capabilities stated in the PICS, for
each protocol declared in the system conformance statement.

1 Interoperability and conformance:

The primary purpose of conformance testing is to increase the probability that different
implementations are able to inter-operate.

Successful interoperability of two or more real open systems is more likely to be achieved if
they all conform to the same subset of a TCN part, or to the same selection of TCN parts,
than if they do not.

To prepare two or more systems to successfully inter-operate, it is recommended that a
comparison is made of the system conformance statements and PICSs of these systems.
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If there is more than one version of a relevant TCN part indicated in the PICSs, the differences
between the versions need to be identified and their implications for consideration, including
their use in combination with other parts.

While conformance is a necessary condition, it is not on its own enough condition to
guarantee interoperability capability. Even if two implementations conform to the same TCN
protocol part, they may fail to interoperate because of factors outside the scope of this
standard.

Trial interoperability is recommended to detect these factors. Further information to assist
interoperability between two systems can be obtained by extending the PICS comparison to
other relevant information, including test reports and PIXIT. The comparison can focus on:

0 additional mechanisms claimed to work around known ambiguities or deficiencies
not yet corrected in the TCN standard or in peer real systems, for example solution
of multi-layer problems;

0 selection of free options which are not taken into account in the static conformance
requirements of the TCN parts;

0 the existence of timers not specified in the TCN parts and their associated values.

NOTE The comparison can be made between two individual systems, between two or more
types of product, or, for the PICS comparison only, between two or more specifications for
procurement, permissions to connect, etc.

Requirements declaration statements for an IUT

Protocol implementation conformance statement (PICS)

To evaluate the conformance of a particular implementation, it is necessary to have a statement of
the capabilities and options which have been implemented, and any features which have been
omitted, so that the implementation can be tested for conformance against relevant requirements,
and against those requirements only. Such a statement is called a Protocol Implementation
Conformance Statement (PICS).

In a PICS there should be a distinction between the following categories of information which it may
contain:

9 information related to the mandatory, optional and conditional static conformance
requirements of the protocol itself;

9 information related to the mandatory, optional and conditional static conformance
requirements for multi-layer dependencies.
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If a set of interrelated TCN protocol has been implemented in a system, a PICS is heeded for each
protocol. A system conformance statement will also be necessary, summarising all protocols in the
system for each of which a distinct PICS is provided.

Protocol implementation extra information for testing (PIXIT)

In order to test a protocol implementation, the test laboratory will require information relating to the
IUT and its testing environment in addition to that provided by the PICS. This "Protocol
Implementation eXtra Information for Testing" (PIXIT) will be provided by the client submitting the
implementation for testing, as a result of consultation with the test laboratory.

The PIXIT may contain the following information:

9 information needed by the test laboratory in order to be able to run the appropriate test suite
on the specific system (e.g. information related to the test method to be used to run the test
cases, addressing information);

1 information already mentioned in the PICS and which needs to be made precise (e.g. atimer
value range which is declared as a parameter in the PICS should be specified in the PIXIT);

9 information to help determine which capabilities stated in the PICS as being supported are
testable and which are untestable;

1 other administrative matters (e.g. the IUT identifier, reference to the related PICS).
1 The PIXIT should not conflict with the appropriate PICS.

1 The abstract test suite specifier, test implementer and test laboratory will all contribute to the
development of the PIXIT pro-forma.

A.1.2 BOUNDARIES

General

Conformance testing as discussed in this standard is focused on testing for conformance to TCN
clauses as they are specified in IEC 61375-2-3, IEC 61375-2-5 and IEC 61375-3-4.

In principle, the objective of conformance testing is to establish whether the implementation being
tested conforms to the specification in the relevant clause. Practical limitations make it impossible to
be exhaustive, and economic considerations may restrict testing still further.

Therefore, this standard distinguishes four types of testing, according to the extent to which they
provide an indication of conformance:
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9 basic interconnection tests, which provide prima facie evidence that an IUT conforms;

1 capability tests, which check that the observable capabilities of the IUT are in accordance
with the static conformance requirements and the capabilities claimed in the PICS;

1 behaviour tests, which endeavour to provide testing which is as comprehensive as possible
over the full range of dynamic conformance requirements within the capabilities of the IUT,;

1 conformance resolution tests, which probe in depth the conformance of an IUT to particular
requirements, to provide a definite yes/no answer and diagnostic information in relation to
specific conformance issues; such tests are not covered by this standard.

These tests are described in detail by the following subclauses.

Relations to interoperability and performance are hereinafter considered and defined to clarify their
boundaries.

Basic interconnection tests

Basic interconnection tests provide limited testing of an IUT to establish that there is sufficient
conformance for interconnection to be possible, without trying to perform thorough testing.

Applicability of basic interconnection tests
Basic interconnection tests are appropriate:
9 for detecting severe cases of non-conformance;
1 as a preliminary filter before undertaking more costly tests;

i to give a prima facie indication that an implementation which has passed full conformance
tests in one environment still conforms in a new environment (e.g. before testing an (N)-
implementation, to check that a tested (N i 1)-implementation has not undergone any severe
change due to being linked to the (N)-implementation);

9 for use by users of implementations, to determine whether the implementations appear to be
usable for communication with other conforming implementations, for example as a
preliminary to data interchange.

Basic interconnection tests are inappropriate:

1 as a basis for claims of conformance by the supplier of an implementation;

I as a means of arbitration to determine causes for communications failure.
Basic interconnection tests are standardised a subset of a conformance test suite (including
capability and behaviour tests). They can be used on their own or together with a

conformance test suite. The existence and execution of basic interconnection tests are
optional.
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Capability tests

Capability tests provide limited testing of each of the static conformance requirements in a
Part, to ascertain what capabilities of the IUT can be observed and to check that those
observable capabilities are valid with respect to the static conformance requirements and the
PICS.

Applicability of capability tests
Capability tests are appropriate:

9 to check as far as possible the consistency of the PICS with the IUT,;
1 as a preliminary filter before undertaking more in-depth and costly testing;

1 to check that the capabilities of the IUT are consistent with the static conformance
requirements;

1 to enable efficient selection of behaviour tests to be made for a particular IUT;

1 when taken together with behaviour tests, as a basis for claims of conformance.
Capability tests are inappropriate:

9 on their own, as a basis for claims of conformance by the supplier of an implementation;

9 for testing in detail, the behaviour associated with each capability which has been
implemented or not implemented,;

9 for resolution of problems experienced during live usage or where other tests indicate
possible non-conformance even though the capability tests have been satisfied.

Capability tests are standardised within a conformance test suite. They can either be separated into
their own test group(s) or merged with the behaviour tests.

Behaviour tests

Behavior tests test an implementation as thoroughly as is practical, over the full range of dynamic
conformance requirements specified in a Part. Since the number of possible combinations of events
and timing of events is infinite, such testing cannot be exhaustive. There is a further limitation, namely
that these tests are designed to be run collectively in a single test environment, so that any faults
which are difficult or impossible to detect in that environment are likely to be missed. Therefore, it is
possible that a non-conforming implementation passes the conformance test suite; one aim of the
test suite design is to minimize the number of times that this occurs.

Behavior tests with capability tests are the basis for the conformance assessment process.
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Behavior tests are inappropriate:

1 for resolution of problems experienced during live usage or where other tests indicate
possible non-conformance even though the behaviour tests have been satisfied.

Behavior tests are standardized as the bulk of a conformance test suite.

NOTE Behaviour tests include tests for valid behaviour by the IUT in response to valid, inopportune and syntactically
invalid protocol behaviour by the real tester. This includes testing the rejection by the IUT of attempts to use features
(capabilities) which are stated in the PICS as being not implemented. Thus, capability tests do not need to include tests for
capabilities omitted from the PICS.

Conformance resolution tests

Conformance resolution tests provide diagnostic answers, as near to definitive as possible, to the
resolution of whether an implementation satisfies particular requirements. Because of the problems
of exhaustiveness, the definite answers are gained at the expense of confining tests to a narrow
field.

The test architecture and test method will normally be chosen specifically for the requirements to be
tested and need not be ones that are generally useful for other requirements. They may even be
ones that are regarded as being unacceptable for (standardized) abstract conformance test suites,
for example involving implementation-specific methods using, say, the diagnostic and debugging
facilities of the specific operating system.

The distinction between behavior tests and conformance resolution tests may be illustrated by the
case of an event such as a reset. The behavior tests may include only a representative selection of
conditions under which a reset might occur and may fail to detect incorrect behavior in other
circumstances. The conformance resolution tests would be confined to conditions under which
incorrect behavior was already suspected to occur and would confirm whether or not the suspicions
were correct.

Conformance resolution tests are appropriate:

1 for providing a yes/no answer in a strictly confined and previously identified situation (e.qg.
during implementation development, to check whether a particular feature has been correctly
implemented, or during operational use, to investigate the cause of problems);

1 as a means for identifying and offering resolutions for deficiencies in a current conformance
test suite.

Conformance resolution tests are inappropriate
i as a basis for judging whether or not an implementation conforms overall.

Conformance resolution tests are not standardized. As a by-product of conformance testing, errors
and deficiencies in protocol parts may be identified.
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Interpretation of clauses/subclauses and statements

The TCN described in IEC 61375-2-3, IEC 61375-2-5 and IEC 61375-3-4 is subject to a sort of
interpretation to translate some clauses/subclauses and requirements into realisable test suites. The
complexity of most TCN protocols makes exhaustive testing impractical on both technical and
economic grounds. To cope with a real implementation and extract from in IEC 61375-2-3, IEC
61375-2-5 and IEC 61375-3-4, all the relevant tests and some criteria were used. The criteria were
grouped according to their characteristics:

1 imperatives;

9 illustrative;

1 directives;

1 options;

1 weak phrases.

The following subclauses describe the criteria.

Imperatives

Imperatives are those words and phrases commanding that something shall be provided and
are classified as mandatory. They are:

1 shall: dictates the provision of a functional capability;

1 must: establishes performance requirements or constraints; :

1 isrequired: is a specification statement written in the passive voice;
1

is applicable: includes, by reference, standards or other documentation as an addition to the
requirements being specified;

1 responsible for: is a requirement written for architectures already defined. As an example, "
In extended reply delay applications, the master is responsible for spacing the master frames
so that the minimum time to transmit to a slave frame and the following master frame is
greater than T_safe..";

1 will: is generally used to cite things that the operational or development environment are to
provide to the capability being specified. For example, " If it was a strong master, it will signal
its demoting to all nodes and it will remain in control of the bus as a weak master until a
strong node is appointed";

9 should: when it is used, the specification statement is considered to be very weak. For
example, " Devices supporting the message data capability should have a device address
smaller than 256.".
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Continuance

Phrases that follow an imperative and introduce the specification of requirements at a lower level,
for a supplemental requirement count.

1 as follows,
1 below,

9 following,

9 in particular,
1 listed,

1 support.

Phrases that introduces temporal indication, that may lead to definite or indefinite actions, or
enumerative that may lead to infinite test cases.

i for each,
1 while.

The requirement containing temporal or enumerative is tested with a finite time or finite sample.

lllustrative

This is information within the requirements document. The data and information pointed to by
illustrative strengthens the document's specification statements and whenever possible is used as
sample category input for the test. Namely:

1 figure;

1 table;

1 for example;

1 note.
Options

Options is the category of words that give the developer latitude in satisfying the specification
statements that contain them. This category clearly forms the basis for the option statements
declaration into the PICS. However, those requirements containing such a category of words
loosen the specification, increase the risk of non-interoperability, and widen the tests sets.

1 can (Example: Gateways with Bus_Administrator capability can synchronise the busses.);

1 may (Example: Class 5 devices may offer the Bus_Administrator capability.);
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1 optionally (Example: The User_Programmable capability is optional.);

1 exclusion (Example: while the IUT is naming the nodes, one node responds to the naming
frame but not to the status request or sends a wrong naming response frame).

Options shall drive the PICS production.

Weak statements

Weak statements are apt to cause uncertainty leaving room for multiple interpretations, such wording
provides a basis for expanding a requirement or adding future requirements. For the extent of testing,
this category generates test with test cases chosen among a representative set of samples.
However, by no means such sets fully represent all significant cases foreseen by the clause under
test.
1 adequate,
1 be able to,
1 be capable,
1 effective,

I normal,

1

provide for.

Relation to interoperability

One of the aims of this conformance test is to lead to comparability and wide acceptance of test
results produced by different testers, and thereby minimize the need for repeated conformance
testing of the same system. Interoperability plays a principal role, since the conformance test is
aimed to facilitate interoperability, it has been taken into account with the following domains in table
2:

Domain Description
Application the ability of TCN to provide a consistent implementation of the
interoperability syntax and semantics of the data which are interchanged

Protocol interoperability |the ability of TCN to interchange PDUs via the communications
platform

Service interoperability |the ability of TCN to support a subset of its intended services

User perceived the ability of the service user (human, application, machine) to
interoperability exchange information via the TCN

Table 2: Relation to interoperability

No provision is made in this standard to implement or recommend an interoperability test.
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Relation to performance test

Performance attributes relate deeply on services given by the TCN, even though this conformance
test does not intend to implement a performance test, nevertheless performance attributes were
taken into account in the following way in jError! No se encuentra el origen de la referencia.table
3:

Performance Description
Attribute
Speed This performance attribute describes the time interval that is used to

perform the function or the rate at which the function is performed. (The
function may or may not be performed with the desired accuracy.). An
example of speed attribute evaluation is: freshness time supervision test

Accuracy This performance attribute describes the degree of correctness with which
the function is performed, no matter if the function is or is not performed
with the desired speed. An example of accuracy evaluation is: the receiver
hysteresis test

Dependability This performance attribute describes the degree of certainty (or surety) with
which the function is performed regardless of speed or accuracy, but within
a given observation interval. An example of dependability attribute
evaluation is: Connection stability for the entire inauguration time

Table 3: Relation to performance test

No provision is made in this standard to implement or recommend a performance test as it is defined
by IEC 60571.

Definition of test cases

Test cases and inspection items derived from the requirements and outlined in this document can
be categorized into verification activities, measurement activities and test activities. The
characteristics of these activities are defined in Table 4.
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Category Description Keywords Example
Verification activities Verification of | verification, AVerify
procedures, processes | verify
and documents
Measurement Measurement of | measurement, iMeasur e
activities physical quantities (e.g. | measure €. 0
size, distance, voltage,
current, temperature,
time)
Test activities Check of properties test, check ACheck t
AiTest th

Table 4: Test case categories

A.1.3 CONFORMANCE ASSESSMENT PROCESS OUTLINE

General

The main feature of the conformance assessment process is a configuration of equipment allowing
exchanges of information between the IUT and a real tester. These are controlled and observed by
the real tester.

In a conceptual outline, conformance testing should include several steps, involving both static
conformance reviews and live testing phases, culminating in the production of a test report which is
as thorough as is practical.

These steps are:

compilation of the PICS;

compilation of the PIXIT;

test selection and parameterisation;
basic interconnection testing (optional);
capability testing;

behaviour testing;

review and analysis of test results;

=A =2 =4 =4 =4 =4 =4 =4

synthesis, conclusions and conformance test report production.
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Analysis of results, outcomes and verdicts

The observed outcome (of the test execution) is the series of events which have occurred during
execution of a test case; it includes all input to and output from the IUT at the points of control and
observation.

The foreseen outcomes are identified and defined by the abstract test case specification taken in
conjunction with the protocol part. For each test case, there may be one or more foreseen outcomes.
Foreseen outcomes are defined primarily in abstract terms.

A verdict is a statement of pass, fail or inconclusive to be associated with every foreseen outcome
in the abstract test suite specification.

The analysis of results is performed by comparing the observed outcomes with foreseen outcomes.

The verdict assigned to an observed outcome is that associated with the matching foreseen
outcome. If the observed outcome is unforeseen then the abstract test suite specification will state
what default verdict shall be assigned.

The means by which the comparison of the observed outcomes with the foreseen outcomes is made
is outside the scope of this standard.

NOTE Amongst the possibilities are:
1 manual or automated comparison (or a mixture);
9 comparison at or after execution time;

1 translating the observed outcomes into abstract terms for comparison with the foreseen
outcomes or translating the foreseen outcomes into the terms used to record the observed
outcomes.

1 The verdict will be pass, fail or inconclusive:

1 pass means that the observed outcome satisfies the test purpose and is valid with respect to
the relevant TCN parts and with respect to the PICS;

9 fail means that the observed outcome is syntactically invalid or inopportune with respect to
the relevant TCN parts or the PICS;

9 inconclusive means that the observed outcome is valid with respect to the relevant TCN parts
but prevents the test purpose from being accomplished.

The verdict assigned to a particular outcome will depend on the test purpose and the validity of the
observed protocol behavior.

The verdicts made in respect of individual test cases will be synthesized into an overall summary for
the IUT based on the test cases executed.
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A.1.4 MAPPING OF IUT TYPES TO CONFORMANCE TEST SUITES

Because this part of the standard defines conformance testing suites applicable for different IUT
types, a mapping of IUT types to conformance test suites will indicate which test suites are

mandatory or optional as it is listed in jError! No se encuentra el origen de la referencia..

Conformance Basic End ECN ETBN TRDP SDTv2 ETB-
Test interface | Device | equipped test test test equipped
test test consist consist
DuT Type test test
Consist  local | M @)
end device
Train M O O
communication
end device
Train topology | M 0] M (0]
aware end
device
Repeater M O
Unmanaged M @]
consist switch
Managed M @]
consist switch
Router M @]
ETBN M oY M MY MY
Consist M
Table 5: Mapping conformance testing suites to IUT types
O = optional; M = mandatory
1 If ETBN includes ECSP
CTA-T6.3-D-CAF-006-11 Page 52 of 521 24/09/2018




Contract No. H2020 1 730539 (‘ Shift2Rail

con CTA

A.2 CLAUSE 5: BASIC INTERFACE TEST

A.2.1 SCOPE

This clause shall specify conformance test cases for physical layer functions and basic
communication for devices connected to ECN or ETB as given in standard parts IEC 61375-2-5 and
IEC 61375-3-4.

A.2.2 PICS PROFORMA

General

The PICS provides a statement of the capabilities and options which have been implemented, and
any features which have been omitted, see Protocol implementation conformance statement (PICS).
Instructions about filling the PICS pro-forma are given in given in Annex D (available on the 9-61375-
2-8-Ed1-I1S-CD-draft-v2g-wip-v20180622 document).iError! No se encuentra el origen de la
referencia.

PICS tables

Identification of PICS
The following 6 is intended to be filled in in order to identify the PICS pro-forma.

Ref. Question Response
No.

1 Date of statement

2 PICS serial number

Table 6: PICS pro-forma identification

Identification of the implementation under test
The following table 7 shall be filled in to identify the implementation under test.
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Ref. Question Requirement Response
No.
1 Implementation name M
2 Version number M
3 Special configuration O
4 Power supply voltage M
5 Power supply current M
6 Other information @]

NOTE 1 Implementation name refers to the identifier of the IUT as indicated by the client.
The specific conformance test is applied to the entity identified by the implementation name.

NOTE 2 This is the version number of the IUT. When a version number is defined for an
IUT, no subsystem which composes it can progress without a change of this figure (the
architecture is frozen and constitutes a configuration).

NOTE 3 Indicated if PIXIT is provided for this IUT.

NOTE 4 Indicated the applicable power supply voltage. Power supply voltage is chosen
amongst the values specified by EN 50155.

NOTE 5 Indicated the applicable maximum power supply current. Power supply current is
chosen amongst the values specified by EN 50155.

NOTE 6 Other information the client considers relevant for IUT identification.

Table 7: PICS pro-forma implementation under test

Identification of the IUT supplier and/or test laboratory client
The following table 8 shall be filled in to identify the IUT supplier and the test laboratory client.

If the IUT supplier and the test laboratory client are not the same entity, the PICS shall be agreed
between the supplier and the test laboratory client.
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Ref. Question Requirement Response
No.
1 Organization name M
2 Contact name(s) M
3 Address: M
4 Telephone number M
5 Fax number M
6 e-mail address M
7 Other information M

Table 8: PICS pro-forma IUT supplier and/or test laboratory client

Identification of the standards
The following table 9 shall be filled in to identify the Standards applied to the IUT for the conformance

test.

Ref.No. Question Response
1 Specification document title

2 Specification document IEC reference number

3 Specification document date of publication

4 Specification document version number

5 Conformance document title

6 Conformance document number

7 Conformance document date of publication

8 Conformance document version number

Table 9: PICS pro-forma identification of the standards
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Global statement of conformance

Thetablel0Os hall be filled by the 1 UT supplier in
Ref. Question Requirement Implementation
No.
1 Are all mandatory capabilities | m [ ]
implemented?

Table 10: PICS pro-forma global statement of conformance

NOTE Answering "No" to this section indicates non-conformance to the protocol specification. Non-supported mandatory
capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conforming.

A.2.3 TESTING FRAMEWORK

The test is executed in a set-up with an instrumented IUT providing one or more Ethernet interfaces,
a tester equipment for Ethernet/IP/UDP/TCP frame sending and receiving, a 100m railway suitable
Ethernet cable connecting IUT and tester equipment, and necessary measurement instruments.

A.2.4 PHYSICAL LAYER TEST

Test purpose
Test the correctness of mechanical and electrical parameters of the physical layer network interface.

Inspection of the Hardware Ethernet interface

Compliance with the physical layer requirements as specified in IEC61375-3-4 clause 4.10.2.1,
4.10.3 and IEC61375-2-5 clause 4.2.2 shall be demonstrated by the following test:

1 Check that the physical Ethernet interface of the IUT is set to 100FDX

1 Check that the IUT has a MAC address set on delivery. (The MAC address shall be unique
worldwide)

9 Optional: check that the IUT supports Power over Ethernet (PoE)
1 Check that ETB ports are bypassed via a relays

1 Checkthatthe IUT has an indicator (e.g. LED) which indicates the status of the device power
supply on the front panel.

1 Check that the IUT support 100m cable length over CAT5e cables

1 Check that a single point of failure from the IUT not disables more than the affected end
devices (for example by executing burst test)
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Inspection of the mechanical Ethernet interface construction

Compliance with the physical layer mechanical requirements as specified in IEC61375-3-4 clause
4.10.2.2, 4.10.2.3 and 4.10.2.4 shall be demonstrated by the following test:

1 Check that the IUT uses a M12 D-coded female connector with gold plated contacts
1 Check that the M12 D-coded connector is located at the front panel

1 Check that the M12 socket has an adequate ground connection providing lasting connection
of the shield to ground

1 Check that the IUT internal Ethernet signal path (length and characteristics of internal
Ethernet cabling, number of intermediate connectors) is documented

1 Check that all connectors are labelled, also the ground connector (see EN50155)
1 Check that the M12 and the casing screws are tightened

i Check that the cable shield and the connector shield are connected to the mechanical earth
of the car. A cable shield should be connected on a 360° circular basis in the connector.

1 Check that a RJ45 connector is only used for connecting Temporary End Devices

Check of electrical Ethernet interface design

1 Check that the temperature range class OT6 according to EN50155 (-40 to +85°C) for
electronic parts is used

1 Check that the transceiver (PHY) and the transformer is compliant to IEEE802.3

1 Check the correct Ethernet termination and common mode rejection

Check of Ethernet interface characteristics

1 Measure that the single link pulse meet the waveform requirements from IEEE 802.3

1 Measure that the fast link pulse burst indicate, that the interface supports at least 100FDX
(optional, if Auto Negotiation is used)

1 Check that all features which are specified by the fast link pulse burst code have to supported
by the IUT

Ethernet signal wave form test (IEEE standard)

1 Measure that the Ethernet signal parameters:
0 Amplitude incl. symmetry

0 Rise and fall times
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o0 Duty cycle distortion
o Transmitter jitter waveform overshoot

are in the ranges, which are specified in the standard IEEE 802.3.

Ethernet signal wave form test (amplified signals, optional)

Compliance with the Ethernet signal wave form test which is specified in IEC61375-3-4 Annex C:
1 Measure that the Ethernet signal parameters
0 Amplitude incl. symmetry
o Rise and fall times
o Duty cycle distortion
o Transmitter jitter waveform overshoot

are in the specified ranges.

Auto-Crossover- and Auto-Sensing-Test (only for switches)
1 Check that the IUT perform Auto-Crossover and Auto-Sensing.

A.2.5 BASIC COMMUNICATION PROTOCOL TEST

Test purpose
Test the ability of sending and receiving UDP and TCP packets

Simple communication test

This measurement shall be executed with a cable length of 1200m, which are specified in the standard
IEEE802.3

1 Measure that the IUT supports UDP communication.

1 Measure that the IUT supports TCP communication.

UDP rising payload test (only for End Devices)

This measurement shall be executed with a cable length of 1200m, which are specified in the standard
IEEE802.3

1 Measure the maximum supported payload size for UDP datagrams.

1 Check that the IUT handles a payload size of minimum 8kByte.
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TCP rising payload test (only for End Devices)

This measurement shall be executed with a cable length of 200m, which are specified in the standard
IEEE802.3

1 Measure the maximum supported payload size for TCP datagrams

UDP long term test (only for End Devices)

This measurement shall be executed with a cable length of 100m, which are specified in the
standard IEEE802.3

1 Measure that the IUT communication with 100m cable length is stable over a time of 60
minutes

1 Measure that the long-term test will be done with the maximum supported payload size
(maximum 32kByte)

1 Measure that the error rate is below 10-6 (1 error per 1 million frames)

A.2.6 RELIABILITY TESTS

Test purpose

Test the reliability of the communication under railway specific stress conditions.

Burst immunity test

These measurements shall be executed with a cable length of 100m, which are specified in the
standard IEEE802.3

{1 Measure that the Ethernet port is stable against EMC stress with fast transients (bursts)
according to EN 61000-4-4

1 Check that more than 40000 frames are transmitted and received from IUT

Ethernet interface isolation test
1 Measure that the signals are isolated against the shielding

1 Measure that are all ports isolated against each other
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A.3 CLAUSE 6: CONFORMANCE TEST OF END
DEVICE
A.3.1 SCOPE
General

This clause defines conformance requirements for conformance testing for end devices as given in
standard parts IEC 61375 2-3, IEC 61375 2-5 and IEC 61375 3-4.

Those requirements are used to derive test suites and test cases in order to determine whether a
system, in this case, a unit connected to one Consist Network or to one set of Consist Networks,
complies with the requirements.

The figure below gives an overview about the End Device conformance testing process.

IEC 61375 2-B

Test Suites
Conformance Test

Requirements of End Device

Testing Conformance
- Test Report

Standard
IEC 61375 2-3 (TCN N Y
End Devices
communication profile) | Requirements Implementation T
End Device
IEC 615375 2-5 (ETE) Implementation
IEC 61375 3-4 (ECN)

Figure 11: End Device conformance testing process

Related requirements
As given in standard parts IEC 61375 2-3, IEC 61375 2-5 and IEC 61375 3-4.

Terms and abbreviations
See standard parts IEC 61375 2-3, IEC 61375 2-5 and IEC 61375 3-4.
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IUT and Test scope

The Implementation Under Test (IUT) is which implements the base standard(s) being tested, so in
this clause, the end device (ED).

The end device is a unit that could be connected to one Consist Network or to one set of Consist
Networks prepared for redundancy reasons. However, the end device could be connected directly
to ETBN (Ethernet Train Backbone Node).

The following figure shows a consist topology and a logical view of the ECN, in order to clarify where
is located an end device.

« Consist >
< >.

_.. ve Ln ..J s ..__

Train Backbone

41 ETBN E-,-_f-_-_,,-,-, = ETBN

~ Consist = Conslst ™
y ‘Ecn  Network 1 = ECh Network n
ED ED ED ED ED ED
End Devicés e i Ena Devices
of Consist Network 1 of Consist Network n

Figure 12: End Device conformance testing process

A.3.2 PICS PROFORMA

This section defines what mandatory, optional or conditional features of the protocol are met. PICS
are filled by the supplier and distributed. So, a user can consult the PICS to determine if it meets his
or her requirements.

PICS are organized in tables which included those columns:

Item number: Identification of the item.

1

9 Item description: Description of the item.
1 Reference: The section of the standard.
1

Req.: Related requirement.
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9 Status: The level of support required for the standard.
The following abbreviations are used:

o M: mandatory
o O: optional
o C: conditional

1 Support: Whether the item has been implemented

0 Yes, the item has been implemented.
0 No, the item has not been implemented.

PICS related to IEC61375 2-3

Common ETB Framework i Interoperability

o 5hift Rail

Iltem Item description Reference | Req. Status | Support

number

23ED 001 | Follows a versioning scheme 5.1.2 Req36 | M Yes [] No []
Table 11: Common ETB Framework i Interoperability PICS
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Common ETB Framework i Service Addressing

Iltem Item description Reference | Req. Statu | Support
number S
23ED_002 | Sources/Destinations identified | 5.4.4.3 Req69 | M Yes [] No[]
by TCN URI Identifier
5.4.4.6 Req75 | M
Req76 | M
Req77 | M
Req78 | M
23ED _003 | TCN URI Host part 5.4.4.5 Req69 | M Yes [] No []
23ED_004 | TCN URI User part 5.4.4.5 Req366 | O Yes [] No[]
23ED_005 | Closed trains identification 5.4.4.6.5 Req69 | M Yes [] No []
Req84 | M
23ED_006 | IP routing in networks with | 5.4.5.5 Req84 | M Yes [] No[]
multiple ETBs
23ED_007 | Usage TRDP for data|5.6.2 Req99 | M Yes [] No[]
exchange
23ED_008 | Service discovery 5.7 Reql03 | M Yes [] No[]

Table 12: Common ETB Framework i Service Addressing PICS

TRDP (Train Real-Time Data Protocol)

Iltem Item description Reference | Req. Status | Support
number
23ED_009 | TRDP for the Exchange of | Annex A From M Yes [] No []
TCN process data and TCN Req152
message data over ETB to
Req245

Table 13: TRDP PICS
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SDTv2 (Safe Data Transmission)

Iltem Item description Reference | Req. Status | Support
number
23ED_010 | SDTv2 Annex B From M Yes [] No[]
Req248
to
Req363

Table 14: SDTv2 PICS

PICS related to IEC61375 2-5

ETB physical layer

Iltem Item description Reference | Req. Status | Support
number
25ED_001 | PSE (Power Source | 4.3 Reql8 | O Yes [] No[]

Equipment) connected to a PD
(Powered Device)

Table 15: ETB physical layer PICS

ETB network layer: IPv4 subnets definition

Iltem Item description Reference | Req. Status | Support

number

25ED 002 | Particular hosts IP addresses 6.5.2 Req81, | M Yes [] No []
6.5.3 Req83

Table 16: ETB network layer: IPv4 subnets definition PICS
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Iltem Item description Reference | Req. Status | Support
number
25ED_003 | ICMP Internet Control | 7 Reql05 | M Yes [] No[]
Message Protocol IETF RFC
792
25ED_004 | IGMP v2 Internet Group |7 Reql05 | M Yes [] No []
Management Protocol IETF
RFC 2236
25ED 005 | UDP User Datagram Protocol | 7 Reql05 | M Yes [] No []
IETF RFC 768
25ED 006 | TCP Transmission Control | 7 Reql05 | M Yes [] No []
Protocol IETF RFC 793
Table 17: ETB transport layer PICS
ETB physical train naming convention
Iltem Item description Reference | Req. Status | Support
number
25ED_007 | Hosts identified by a FQDN | 10 Req_206 | O Yes [] No []
(Full Qualified Domain Name)
Reqg_209 | O
Req 210| O
Req_211 | O
Req 213 | 0O
Req 214 | O
ReQ 216 | O
Table 18: ETB physical train naming convention PICS
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ETB Application interface

Iltem Item description Reference | Req. Status | Support

number

25ED_008 | ETB Process Data and| 13.3 Req240 | M Yes [] No[]
Message Data protocols

Table 19: ETB Application interface PICS

PICS related to IEC61375 3-4

Architecture (Network structure)

Iltem Item description Reference | Req. Status | Support

number

34ED 001 | Ethernet ports according with | 4.2.1 Req7 M Yes [] No []
IEEE 802.3.

Table 20: Architecture (Network structure) PICS

Redundancy

Iltem Item description Reference | Req. Status | Support

number

34ED 002 | Redundancy managed at End | 4.5.4 Req25, | M Yes [] No []
Device level Req26

Table 21: Redundancy PICS
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IP address and related definitions i Consist Network address

Iltem Item description Referenc | Req. Status | Support

number e

34ED_003 | IP address(es) as Consist Network | 4.7.1 Reg43 | M Yes [] No[]
address(es)

34ED_004 | Unique Consist Network address | 4.7.1 Req44 | M Yes [] No []

34ED 005 | IPv4 private address space |4.7.1 Reg45 | M Yes [] No []
defined in IETF RFC1918

34ED 006 | Addresses follow this binary | 4.7.1 Req46 | M Yes [] No []
presentation:

00001010.0ddddddd.dddddddd.d
ddddddd / 9

Field [d] is defined in the table of
subclause 4.7.1.

Table 22: IP address and related definitions: Consist Network address PICS

IP address and related definitions T Train Network address

Iltem Item description Reference | Req. Stat | Support

number us

34ED_007 |IP  address(es) as Train  Network | 4.7.2 Reg49 | M Yes [] No []
address(es)

34ED_008 | IPv4 private address defined in IETF RFC | 4.7.2 Reg51 | M Yes [] No []
1918

34ED_009 | Addresses follow the definitions in IEC | 4.7.2 Reg52 | M Yes [] No []
61375-2-5

34ED_010 | Addresses follow this binary presentation: 4.7.2 Reqgb3 | M Yes [| No[]
00001010.1bbxssss.sshhhhhh.hhhhhhhh /
18
The fields are defined in the table of
subclause 4.7.2.

Table 23: IP address and related definitions: Train Network address
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IP address and related definitions i Name resolution and naming definitions

Iltem Item description Referenc | Req. Status | Support

number e

34ED_011 | Destination devices of ETB |4.7.4.1 Reg6 | M Yes [] No []
addressable in train wide domain 1
name space

34ED 012 (127 . 0. 0. 1 il ocal 4742 Reg6 | M Yes [] No []
addressing 3

Table 24: IP address and related definitions 1T Name resolution and naming definitions PICS

IP address and network configuration management i Train network address

management
Iltem Item description Reference | Req. Status | Support
number
34ED 013 | After a new inauguration, renewal | 7.8.2 Req69 | M Yes [] No []

of train network address

34ED_014 | DHCP FORCERENEW message | 7.8.2 Req70 | M Yes [] No []

defined in IETF RFC 3203
Req71 | M

Table 25: IP address and network configuration management i Train network address
management PICS
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IP address and network configuration management i DHCP configuration

parameters
Iltem Item description Reference | Req. Status | Support
number
34ED_015 | Subnet mask 4.8.4 Req73 M Yes [| No[]
34ED_016 | Router option 48.4 Req73 | M Yes [] No []
34ED_017 | Domain Name server option 48.4 Req73 | C Yes [] No []
34ED_018 | Host Name option 4.8.4 Reql160 | O Yes [] No []
34ED 019 | Broadcast Address 4.8.4 Reql60 | O Yes [] No []
34ED 020 |[Net wor k ti me pnas8.4 Req73 | C Yes [] No []

option

34ED 021 | Vendor Specific Information 4.8.4 Reql60 | O Yes [] No []
34ED_022 | IP address lease time 48.4 Req73 | M Yes [| No[]
34ED 023 | DHCP message type 4.8.4 Req73 | M Yes [] No []
34ED 024 | Server Identifier 4.8.4 Req73 | M Yes [] No []
34ED_025 | Parameter request list 48.4 Req73 | M Yes [| No[]
34ED 026 | Message 48.4 Reql60 | O Yes [] No []
34ED_027 | Client-ldentifier 48.4 Reql60 | O Yes [| No[]
34ED_028 | Relay Agent Information option 48.4 Reql60 | O Yes [| No []

Table 26: IP address and network configuration management i DHCP configuration
parameters PICS
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Iltem Item description References | Req. Status | Support

number

34ED_029 | 100BASE-TX 49.4.1.1. Reg83 | M Yes [] No []

34ED 030 | Full Duplex mode defined in | 4.9.4.1.1. Req84 | M Yes [] No []
IEEE 802.3

34ED 031 | Auto negotiation function | 4.9.4.1.1. Req85 | M Yes [] No []
defined in IEEE 802.3

Table 27: Network Device interface i Physical Layer i Protocols PICS

Network Device interface i Physical Layer - Cables

Iltem Item description Reference | Req. Status | Support
number
When 100BASE-TX or 10BASE-T
is used:
34ED 032 | M12 D-coded socket/plug 49.4.3.1 Req93 | O Yes [] No []
34ED 033 | IEC 61076-3-104 socket/plug 49.4.3.1 Req93 | O Yes [] No []
34ED_034 | RJ45 socket/plug defined in|4.9.4.3.1 Req93 | O Yes [] No[]
TIA/EIA-568-B
34ED_035 | Pinning for M12 connector as | 4.9.4.3.1 Reql59 | M Yes [] No[]
shown in Table 11

CTA-T6.3-D-CAF-006-11

Table 28: Network Device interface: Physical Layer: Cables PICS

Page 70 of 521

24/09/2018




Contract No. H2020 1 730539

@'}hift Rail

con CTA

End Device interface i Physical Layer Protocols

Iltem Item description Reference | Req. Status | Support

number

34ED_036 | IEEE 802.3 4.10.2.1 Reql19 | M Yes [] No ]

34ED_037 | 100BASE-TX 4.10.2.1 Reql20 | M Yes [] No []

34ED_038 | Full Duplex mode defined in | 4.10.2.1 Reql21 | M Yes [] No []
IEEE 802.3

34ED_039 | Auto negotiation function | 4.10.2.1 Reql22 | M Yes [] No []
defined in IEEE 802.3

Table 29: End Device interface i Physical Layer Protocols PICS

End Device interface i Physical Layer Cables

Iltem Item description Reference | Req. Status | Support
number
34ED_040 | ISO/IEC 11801 and IEC 61156-6 | 4.10.2.2 Reql24 | M Yes [] No []
34ED_041 | Class D (category 5e) with two | 4.10.2.2 Reql25 | M Yes [] No[]
twisted pairs
Table 30: End Device interface i Physical Layer Cables PICS
End Device interface i Physical Layer Connectors
Iltem Item description Reference | Req. Status | Support
number
34ED_042 | M12 D-coded socket/plug defined | 4.10.2.3 Reql27 | M Yes [| No[]
in IEC 61076-2-101
34ED_043 | IEC 61076-3-104 socket/plug 4.10.2.3 Reql28 | O Yes [] No []
34ED_044 | RJ45 socket/plug defined in | 4.10.2.3 Reql29 | O Yes [| No []
TIA/EIA-568-B
34ED_045 | Pinning for M12 connector as | 4.10.2.3 Reql130 | M Yes [] No []
shown in Table 11 and Figure 5
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End Device interface i Link Layer

Iltem Item description Reference | Req. Status | Support

number

34ED_046 | MAC defined in IEEE 802.3 4.10.3 Reql32 | M Yes [] No []

34ED_047 | MAC with basic frame defined in | 4.10.3 Reql33 | M Yes [] No []
IEE 802.3

Table 32: End Device interface i Link Layer PICS

End Device interface i Network Layer

Iltem Item description Reference | Req. Status | Support

number

34ED _048 | IP version4 defined in IETF RFC | 4.10.4 Reql35 | M Yes [] No []
791

34ED_049 | ICMP defined in IETF RFC 792 4.10.4 Reql36 | M Yes [] No []

34ED_050 | ARP defined in IETF RFC 826 4.10.4 Reql37 | M Yes [] No []

Table 33: End Device interface i Network Layer PICS

End Device interface i Transport Layer

Iltem Item description Reference | Req. Status | Support
number

34ED_051 | UDP defined IETF RFC 768 4.10.5 Reql39 | M Yes [] No []
34ED_052 | TCP defined IETF RFC 793 4.10.5 Reql40 | M Yes [] No []
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Iltem Item description Reference | Req. Status | Support
number
34ED_053 | DHCP defined in IETF RFC 2131 | 4.10.6 Reql42 | M Yes [] No []
34ED 054 | DNS client function defined in | 4.10.6 Reql43 | M Yes [] No []
IETF RFC 1034
34ED_055 | SNTP client function defined in | 4.10.6 Reql44 | O Yes [] No []
IETF RFC 1361 or NTP version 3
client function defined in IETF RFC
1305
Table 35: End Device interface i Application Layer PICS
Network management
Iltem Item description Reference | Req. Status | Support
number
34ED_056 | SNMP agent functions. (SNMPv2 | 4.12.1 Reql54 | M Yes [] No []
defined in IETF RFC 1901, 1905
and 1906 is the minimum
requirement.)
Table 36: Network management PICS
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A.3.3 TESTING FRAMEWORK

Figure 13 shows the testing framework diagram
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Figure 13: Testing framework architecture
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A.3.4 TEST SUITE IEC 61375 2-3
Test case TCCT23ED_001

IDENTIFIER TCCT23ED_001

TITLE ETB Framework Interoperability
ITEM NUMBER 23ED_001

DESCRIPTION The next test case will ensure that:

All changes affecting normative clauses of this
standard shall be treated as incompatible changes,
l eading to an increment
unless otherwise specified.

REQUIREMENT Mandatory

DUT End Device

REQ-IDs 1262_|EC61375Part2Sub3_36
TEST SETUP Test Bench (TBD)

INITIAL CONDITIONS Test Bench powered off
STEPS Step 1: Supply the test bench.

Step 2: Connect the End Device to a Train switch with
the correct | P address s

Step 3: Connect the laptop to a Train switch with the

correct | P address speci
Step 4: Open the AEther
capture the frames that are going to be sent by the
devices.

Step 5: Check that as defined in part IEC 61375-2-5,
following an ETB train inauguration, at least one
entitled device in each consist shall send out a
CSTINFO telegram over ETB to all other entitled
devices within the train to inform about consist
properties.

Step 6: Check that the version has the next structure
on the telegram:
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VERSION::= RECORD

{

mainVersion UINT8 -- main version,
incremented for

incompatible changes
value range: 1..255 (0 = reserved)

subVersion UINT8 -- sub version,
incremented for

compatible changes
value range: 0..255

}
FINAL CONDITIONS Test Bench powered off.

ACCEPTANCE CRITERIA OKif:

the End Device sends the version in a correct format.

DEPENDENCIES

Test case TCCT23ED_002

IDENTIFIER TCCT23ED_002

TITLE Sources/Destinations identified by TCN URI Identifier
ITEM NUMBER 23ED_002

DESCRIPTION The next test case will ensure that:

Function devices shall be identified by labels following
the syntax given in IEC 61375-2-3, section 5.4.4.6.2,
Table 8.

Vehicles shall be identified by labels following the
syntax given in IEC 61375-2-3, section 5.4.4.6.3,
Table 10.
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Consists shall be identified by labels following the
syntax given in IEC 61375-2-3, section 5.4.4.6.4,
Table 12.

REQUIREMENT Mandatory

DUT End Device

REQ-IDs 1262_|EC61375Part2Sub3_69
1262_|EC61375Part2Sub3_75
1262_IEC61375Part2Sub3_76
1262_IEC61375Part2Sub3_77
1262_IEC61375Part2Sub3_78

TEST SETUP Test Bench (TBD)

INITIAL CONDITIONS Test Bench powered off

STEPS Step 1: Supply the test bench.

Step 2: Connect the End Device to a Train switch with
the correct | P address s

Step 3: Connect the laptop to a Train switch with the
correct | P address speci

Step 4: Perform a fAnsl oo
DNS names, checking that:

the function device label used is the one specified in
Table 8 of the IEC 61375-2-3 section 5.4.4.6.2:

trn://usr@fctdev.vehicle.consist.cltrain.train
fctDev = 0l Devo | device
devicename = label

group = o0grpAll o | grpbDe

gr pDev = 0grpo 1{uchar}12
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the vehicle label used is the one specified in Table 10
of the IEC 61375-2-3 section 5.4.4.6.2:
trn://usr@fctdev.vehicle.consist.cltrain.train
veh = 0l Veho | cstVehNo
ocoaVeho |
idvVveh | oOoanyVeho
cstVehMNdho=diwit digit
opVehNo = oO0opVeho digit
idVeh = label
the consist label used is the one specified in Table 10
of the IEC 61375-2-3 section 5.4.4.6.2:
trn://usr@fctdev.vehicle.consist.cltrain.train
consist = ol Csto | 0 asMot
| opCstNo | idCst
cstNo = 0csto digit digi
opCst No = 0O0opCsto digit
idCst = label
Step 5: Check that the DNS names are resolved
successfully.
FINAL CONDITIONS Test Bench powered off.
ACCEPTANCE CRITERIA OK if:
The DNS names are resolved successfully, with the
defined DNS parts
DEPENDENCIES
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