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1. Executive Summary
This deliverable presents the GOSAFE Rail Global Risk Assessment methodology. The
methodology is used to optimise maintenance strategies to minimise failures and intervention
costs. Risk is quantified on a multi-component probability model, rather than an individual
component
The approach requires quantification consequences, which include direct and indirect costs. The
risk value is then calculated as the product of the system-based failure probability and the
consequences.
Several risk ranking methodologies are proposed in this work considering different factors (e.g.
value of the structure, risk, lifecycle cost). In this work, the Benefit-Cost Ratio (BCR) is
recommended to rank the various intervention/maintenance strategies.
GOSAFE Rail Deliverable 1.6 provides a sample application of the Global Risk Ranking
Methodology applied to Ultimate Limit State (ULS) failure of a steel truss railway bridge.
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2. Abbreviations and acronyms
Abbreviation / Acronyms
BCR
𝛽
𝑃𝑓
IM
ULS
SLS
FLS
FORM
SORM
SHM
AI

GA 730817

Description
Benefit Cost Ratio
Reliability Index
Probability of failure
Infrastructure Manager
Ultimate Limit State
Serviceability Limit States
Fatigue Limit States
First Order Reliability Method
Second Order Reliability Method
Structural Health Monitoring
Artificial Intelligence
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3. Background
The present document constitutes the Deliverable D4.2 “Guideline Document on Global
Risk Assessment” in the framework of the WA 3.1, task 4.4 of CCA 04-2015.
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4. Objective/Aim
This document has been prepared as a guideline on the application of the GOSAFE Global Risk
Assessment Methodology.
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5. Introduction
This report provides a guideline for application of the Global Risk Assessment Framework
developed in the project and exemplified in Deliverable 1.6. An overview of the framework is
provided in Figure 1 below. The items in green highlight the overarching methodology, while the
orange and blue items represent probabilistic modelling and consequence modelling,
respectively. The following sections of this report will provide detail on each of these three
subsections of the GOSAFE Rail Global Risk Assessment Framework.

Figure 1. Global Risk Assessment Framework
GA 730817
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6. Probabilistic Modelling
6.1.

Background

The advanced assessment procedure developed as part of GoSAFE Rail for risk assessment of
railway infrastructure requires the application of probabilistic approaches. This requires
modelling of the variability and uncertainty of material properties, asset geometry / condition, as
well as the loads acting on the asset. There are various models available to represent these
parameters as random variables (e.g. normal distribution, lognormal distribution etc.).
DESTination Rail Deliverable 2.1 (Connolly and O’Connor, 2015) provides a detailed review of this
type of stochastic modelling.
The output of reliability-based analysis is the probability of infrastructure failure (𝑃𝑓 ). This is
calculated by considering the likelihood that any limit state has been reached. This can be based
upon individual element failure, structural system failure or network failure by application of
system analysis. Limit states for probability-based infrastructure failure analysis are generally
divided into Ultimate Limit States (ULS), Serviceability Limit States (SLS) and Fatigue Limit States
(FLS).
Traditional deterministic approaches use characteristic values for the various assessment
variables. This means that the worst credible loading and resistance variables are applied to the
assessment, sometimes resulting in conservative design of the infrastructure. Likewise, the
application of deterministic approaches to existing infrastructure assessment can result in
unnecessary and costly repair / replacement, due to the inherent redundancy in infrastructure
design.
The most commonly applied reliability assessment methodologies include, First Order Reliability
Method (FORM), Second Order Reliability Methods (SORM) and simulation techniques.
FORM is usually used as a starting point for ultimate limit states (DRD, 2004). This is considered
the simplest method, but its accuracy depends on the linearity of the limit state function (see
section 6.4). Depending on the limit state function's linearity it may be necessary to check that
the use of the analysis method SORM does not give significantly different values of the failure
probability.
For serviceability limit states, where the requirement for reliability is lower than for ultimate
limit states, the difference between FORM and SORM can be significant (depending on the
linearity of the limit state function). In such cases SORM, or possibly simulation (e.g. the Monte
Carlo Simulation method), could be used to provide an accurate calculation of the failure
probability. Further information on reliability methods can be found in Choi et al. (2007) and
Melchers and Beck (2018).
Probabilistic analysis is explained in detail in Destination Rail Deliverable 2.1 (Connolly and
O’Connor, 2015). The GOSAFE Rail probabilistic analysis methodology was demonstrated in
GOSAFE Rail D1.5 (Đuranović and Connolly, 2018).
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6.2.

Incorporation of embedded monitoring data

Ideally, structures should be constantly monitored, allowing probabilistic distributions to be
continuously updated from embedded monitoring and neural networks, eliminating the need for
subjective judgement from engineers/inspectors based on available literature. If monitoring data
is not available, post-posterior analysis (Dimitris, 2001) should be combined with a cost benefit
analysis to decide if the installation of Structural Health Monitoring (SHM) is advisable.
Monitoring can be applied to continuously update probabilistic modelling. Artificial Intelligence
(AI) plays an important role in the GOSAFE Rail framework as it can be used to update reliability
calculation, predict future degradation of the structure and advise on steps that should be taken
in order to avoid incidents caused by structural failure. The last point consists of adjusting the
risk as it reaches critical values, by interventions such as increased monitoring, maintenance or
repair. In the GOSAFE Rail project, machine learning algorithms are developed based on the
near-miss concept.

6.3.

Deterioration

The condition of railway infrastructure deteriorates over time. Examples include settlement of
railway tracks under cyclic loading and weakening of engineered slopes during rainfall events.
For this reason, it is essential that deterioration mechanisms are built into the probabilistic
approach. The deterioration mechanisms should preferably be probabilistic and calibrated
against available monitoring / inspection information. Further guidance on deterioration
modelling is available in DESTination Rail D2.1 (Connolly and O’Connor, 2015), and GOSAFE Rail
D1.6 provides a practical example of steel pitting corrosion of a steel railway bridge.

6.4.

System failure

GOSAFE Rail D1.6 provides an example of the multi-component probabilistic analysis approach
used to calculate the failure probability of a system, as opposed to an individual element in that
system. The performance function for 𝑛 elements subject to 𝑚 hazards (see section 8) is defined
as:
𝐺𝑖,𝑗 (𝑥) = 𝑅𝑖,𝑗 (𝑥) − 𝐿𝑖,𝑗 (𝑥);

1 > 𝑖 > 𝑛;

(1)

1 > 𝑗 > 𝑚;

With the failure criteria defined as:
𝑃𝑓𝑖𝑗 = 𝑃[𝐺𝑖,𝑗 (𝑥) < 0];

(2)

Where:


𝐺𝑖,𝑗 (𝑥) – performance function;



𝑅𝑖 (𝑥) – stochastic resistance distribution for element 𝑖 to hazard 𝑗;
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𝐿𝑖,𝑗 (𝑥) – stochastic load distribution for element 𝑖 due to hazard 𝑗;



𝑛 – number of elements in the analysis;



𝑚 – number of hazards in the analysis;

The term 𝑃𝑓𝑖𝑗 gives a probability of failure for element 𝑖 due to hazard 𝑗. The probability of failure
for each element can then be defined as:
𝑚

𝑃𝑓 = 1 − ∏(1 − 𝑃𝑓𝑖𝑗 )
𝑖

(3)

𝑗=1

Finally, upper and lower bounds of the system failure probability (𝑃𝑓,𝑠𝑦𝑠 ) can be determined in
accordance with equation 4:
𝑛

1 − ∏(1 − 𝑃𝑓𝑖 ) ≥ 𝑃𝑓,𝑠𝑦𝑠 ≥ max(𝑃𝑓𝑖 )

(4)

𝑖=1

For most engineering examples, the bounds in equation 4 are sufficiently narrow. In other cases,
element correlation can be considered to provide a reduction in the probability bounds (see
Melchers and Beck, 2018).
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7. Consequence Modelling
7.1.

Background

In order to calculate risk to an infrastructure component or network, the consequences of failure
must be accurately defined. Consequences caused by infrastructure failure are usually
determined based on engineering judgment and experience and are mainly governed by the type
of failure investigated and the impact that failure has on the people and services that are
dependent on it (ISO, 2009). They can be divided into direct and indirect consequences.

7.2.

Direct Consequences

Direct consequences are generally attributed to immediate monetary losses (value of the
structure itself) and loss of lives (people present on / around the infrastructure when the failure
occurs). Delays following an event are often considered as direct consequences due to the direct
causal patterns to the failure event (Theocharidou and Giannopoulos, 2015). GOSAFE Rail Work
task 2.1 and 2.2 are dedicated to estimating traffic delays due to failures on the network, as well
as micro-simulation planning to minimise these delays, where possible. It should be noted that
this type of modelling can be used to identify the indirect consequence of load increases on
other parts of the network. For example, the re-routing of trains from one line to another in the
event of a failure could induce higher fatigue loads on the “relief” line. This should be
incorporated into the probabilistic failure analysis.

7.3.

Indirect Consequences

Indirect consequences are comprised of losses incurred due to loss of functionality of the system
that the bridge was part of, such as loss of business due to inaccessibility. Indirect consequences
are often expressed in monetary terms (JCSS, 2008).
The Global Safety Framework requires that all consequences are expressed in monetary terms.
Specific guidance is not provided here as this is highly society-dependant. For example, one
Infrastructure Manager (IM) may attribute a cost of €5,000 per minute of delay, while another
may attribute a value of €1,000. It is therefore important to ensure that consequences are
quantified in consideration of their impact on the specific network/society in question.

GA 730817
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8. Overarching Methodology
8.1.

Background

The previous two chapters describe the items in orange and blue in Figure 1, which are
significant inputs into the global safety framework. This section provides guidance on the
overarching methodology of the framework, highlighted in green in Figure 1.

8.2.

System Definition

The first step in the overarching methodology is definition of the system being assessed. This
includes both the network and the hazards it is exposed to. With regard to the infrastructure, the
following should be addressed:


What network is being analysed?



How much of the network is being analysed?



What infrastructure elements are being addressed:
o Structures; bridges, tunnels, sea defences, retaining walls
o Earthworks; soil/rock cuttings, embankments
o Tracks; rails and connections, ballast and subsoil; switches and crossings
o Multi-modal considerations; interaction of different transport modes
o Combinations of the above

System definition should also consider the level of detail which will be addressed in the
probabilistic and consequence modelling. This will often be based upon the expertise of the
assessors and the available information.
The hazards which are addressed in the approach will depend upon the infrastructure assessed,
the environment, climate and age of the infrastructure. GOSAFE Rail Deliverable 1.1 (Stipanovic
and Skaric Palic, 2017) provides an overview of failure examples for the above-mentioned
infrastructure types with identified causes and measurable performance indicators.

8.3.

Risk Evaluation

After completion of probabilistic and consequence modelling for the system in question, the risk
is quantified for the “do nothing” scenario. Risk is defined as:
𝑅 = 𝑃𝑓,𝑠𝑦𝑠 × 𝐶𝑜𝑠𝑡 (€)

(5)

Where 𝑃𝑓,𝑠𝑦𝑠 is the system failure probability and 𝐶𝑜𝑠𝑡 (€) is the combination of all direct and
indirect costs associated with failure of the system in question. It should be noted that the
GA 730817
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system failure probability may be failure of an element, object or combination of objects in the
network.
The risk calculation should be performed on a yearly basis, taking deterioration into account. In
this way, decisions can be made on interventions at the optimum time to minimise cost and
maximise safety. The analysis period for the assessment will depend on the operational practices
of the IM. However, as a starting point it is recommended that two types of analysis period are
considered; a whole life cost analysis period, used at the scheme level to calculate the whole life
costs associated with any identified maintenance option for an asset category and a network
analysis period, used to analyse total annual budgets for the network under consideration. The
scheme period is typically 40 years while the network period is shorter at about 5 years.
It is important to note that as failure probability changes over time, so do the consequences, due
to changes in the system, discounting and economics. The consequences should also consider
the end-of-life value of the structure. The blue line in Figure 2 illustrates the increase in risk over
time due to deterioration of a steel truss railway bridge, considering the “do-nothing” option.

8.4.

Intervention Strategies

After calculating the risk profile for the “do nothing” scenario, a number of intervention
strategies must be decided upon, and associated risk profiles calculated. These will generally be
dependant upon the type of infrastructure which is critical in the risk calculation (identified by a
sensitivity analysis), and the available resources to the IM. It should also be noted that the
different costs and impacts of the interventions will often be location / country specific.
A sample list of intervention strategies to manage safety on a steel truss railway bridge is
provided below (from GOSAFE Rail D1.6):
1) Regular maintenance - painting of the bridge every 30 years with a paint life of 5
years. This means that every 30 years corrosion progression is stopped for a
duration of 5 years, after which corrosion is resumed. The corrosion age is reset to
zero after each cycle of painting. This is due to redevelopment of the protective
passive layer on the structural steel.
2) Limit on the element corrosion level – replacement of all elements once 3 out of
4 elements lose 15% of the cross-section area. It should be noted that since the
corrosion is probabilistic, the 95th percentile of corrosion loss is considered here.
The replacement of the elements is represented as an increase in the reliability
index (𝛽) of the system to the value from the start of its life.
3) Limit on the system reliability level – replacement of all elements once the
reliability index (𝛽) drops below a minimum threshold. The replacement of the
elements is modelled in the same way as in the previous point.
4) Combination of 1) and 2).
It should be noted that any remediation measure may be considered, at the discretion of the
infrastructure manager. Figure 2 illustrates the increase in risk over time for each of these
GA 730817
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strategies in comparison with the “do-nothing” option. It is important that for existing
infrastructure, the deterioration and remediation strategy applied in the probabilistic model up
to the current age is based on actual inspection / maintenance records for the structure.

Figure 2. Risk profile for different remediation strategies (Đuranović and Connolly, 2018)

8.5.

Ranking of Interventions

In order to rank intervention/maintenance strategies, the cost of each intervention must be
quantified. The cost of the interventions should include direct (cost of material, workforce etc.)
and indirect costs (e.g. cost of the railway section being closed or running at a reduced speed).
Indirect costs, in some cases, can be minimised by assigning alternate routes or organising repair
works during night hours to avoid/mitigate interruptions of normal railway schedules.
Several risk ranking methodologies can be defined. For example:
1) The difference between the risk at the end and at the start of the analysis period;
2) The structure’s value at the end of the analysis period;
3) The safety level (in terms of reliability index) achieved by each strategy
throughout the analysis period;

GA 730817
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4) The lifecycle cost, which includes all the costs related to the structure, e.g.
construction, repairs, maintenance, losses incurred due to unexpected closures
etc.
A combination of several ranking methodologies can be made by introducing a weighting system
where each ranking procedure is assigned an importance factor which is then multiplied with the
rank of each remediation strategy in that ranking methodology. Finally, scores for each strategy
are summed giving the best ranked strategy for all criteria.
In the GOSAFE Rail project, it is recommended that the Benefit Cost Ratio (BCR) be used as the
ranking metric for the interventions. This is defined as:
𝐵𝐶𝑅 =

𝐶ℎ𝑎𝑛𝑔𝑒 𝑖𝑛 𝑟𝑖𝑠𝑘 𝑑𝑢𝑒 𝑡𝑜 𝑖𝑛𝑡𝑒𝑟𝑣𝑒𝑛𝑡𝑖𝑜𝑛
𝐶𝑜𝑠𝑡 𝑜𝑓 𝑖𝑛𝑡𝑒𝑟𝑣𝑒𝑛𝑡𝑖𝑜𝑛

(6)

It is however recommended that consideration must also be given to the level of reliability
provided by each intervention strategy throughout the analysis period, to ensure sufficient
safety throughout the life of the structure.
Risk ranking may be implemented as part of an optimisation process. An optimisation algorithm
can be developed without “what if” scenarios but with constraints set on e.g. safety, costs,
amount of repair in a certain time etc. This algorithm can continuously optimise the remediation
strategy path based on various inputs that do not depend solely on the infrastructure condition,
but also on e.g. current economic, political or social climate.

GA 730817
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9. Conclusions
This deliverable provides a guideline on the GOSAFE Rail Global Risk Assessment Methodology.
The purpose of the methodology is to identify optimum maintenance/ intervention strategies in
order to ensure safety throughout the analysis period, with consideration of budgetary
constraints. The methodology is illustrated in Figure 1.
Section 6 describes the probabilistic modelling demonstrated in GOSAFE Rail deliverables 1.5 and
1.6. Section 7 summarises the consequence modelling, while section 8 describes the overarching
methodology.
Various methods can be employed to rank the risks associated with various intervention
strategies. For the GOSAFE Rail Global Safety Framework, the Benefit Cost Ratio (BCR) is
recommended. This ranking methodology can be built in to an optimisation process within a
Decision Support Tool (DST) to provide Infrastructure Managers with the facility to apply the
methodology.

GA 730817
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