Contract No. H2020 – 730814

PLASA – Smart Planning and Safety for a safer and
more robust European railway sector

D4.1 – State of the art of risk assessment methods and
presentation of the selected methods

Due date of deliverable: 31/01/2017
Actual submission date: 31/01/2017

Leader/Responsible of this Deliverable: Franck ANNER (SNCF)
Reviewed: Y
Document status
Revision

Date

Description

1

27/01/2017

First issue

2

07/09/2018

Second issue following JU comments

Project funded from the European Union’s Horizon 2020 research and innovation
programme
Dissemination Level

x

PU

Public

CO

Confidential, restricted under conditions set out in Model Grant Agreement

Start date: 01/09/2016

PLASA-WP4-D-SNCF-001-02

Duration: 24 months

Page 1 of 28

07/09/2018

Contract No. H2020 – 730814

REPORT CONTRIBUTORS
Name

Company

Details of Contribution

Franck ANNER

SNCF

Sections 1 to 4

Pietro MARMO

ASTS

Sections 5 & 6

Fabien
LETOURNEAUX

SNCF

review

PLASA-WP4-D-SNCF-001-02

Page 2 of 28

07/09/2018

Contract No. H2020 – 730814

EXECUTIVE SUMMARY
This document is the result of the first task of WP4 and provides a state of the art of risk
assessment methods. It first describes the methods applied in different industrial sectors
concerned by high levels of risks (aeronautics, aerospace, chemical industry) and then focuses on
the current practice in the railway sector. In a second step, the principles and main features of the
different listed methods are given. This has led to the observation that the method chosen must
contribute to the decision-making process. The method chosen will depend on the risk situation to
consider and the operational questions to answer. The work carried out in this document will be
used in task 4.2 to idenfify the requirements to conduct a risk assessment study and in task 4.3 to
identify the risk assessment method and the way to use it.
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ABBREVIATIONS AND ACRONYMS
Acronyms

Definition

ARMS

Aviation Risk Management Solutions

BQM

Barrier Quantification Model

BSM

Basic Control Model

CRM

Continuous Risk Managment

CSM

Common Safety Method

ERA (former name)
EUAR (new name)

European Railway Agency
European Union Agency for Railways

ERC

Event Risk Classification

ETA

Event Tree Analysis

FMECA

Failure Modes, Effects and Criticality Analysis

FTA

Fault Tree Analysis

HazOp

Hazard and Operability

HPES

Human Performance Enhancement System

ICAO

International Civil Aviation Organism

INPEO

Institute of Nuclear Power Operations

MTO

Man-Technology-Organisation

NASA

National Aeronautics and Space Administration

PRA

Probabilistic Risk Assessment

RCM

Risk Control Model

RIDM

Risk-Informed Decision Making

SIRA

Safety Issue Risk Assessment

SPH

Starting Point Hazards

RSSB

Railway Safety and Standards Board

PHA

Preliminary Hazard Analysis
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1. INTRODUCTION
1.1 WP4 OBJECTIVE
The WP4 is dealing with the safety management in the railway system, safety management which
has to be ideally based on risk analysis.
The railway system can be qualified as complicated and even as complex, interfaces and
interactions are ubiquitous. Believe risk assessments could be achieved by using a single
method is utopian.
Select the most appropriate method according to the kind of risk to consider is the key issue.
So, the first step proposed is to screen the different existing methods already used in the railway
operations or in other sectors. The second step will consist in the identification of the different input
data needed for running the different approaches. Then, some application cases will be selected to
test different methods.

1.2 DELIVERABLE OBJECTIVE
This document is the result of the first task of WP4 and provides a state of the art of risk analysis
and risk assessment methods. A lot of inputs are available in the literature and it can be completed
with the results of collaborative projects like ROSA. Methods which are used in others domains like
aeronautics, space and nuclear will be also considered.
According to the types of applications, the same method cannot be applied for all the cases.
Depending on the nature of the risk, the data that can be collected and the target in terms of risk
management, one or several approaches could be appropriate. Several methods could be
selected for consideration in the subsequent tasks.

1.3 MISCELLANEOUS CONSIDERATIONS ABOUT THE TOPIC
Some preliminary statements have been discussed in the working group and agreed before
conducting the analysis of the state of the art. They will guide the whole work carried out in WP4
and may be considered carefully:
-

Risk analysis and risk assessment are separate but the chosen approach to carry out the risk
assessment may impact risk analysis method.

-

Risk analysis and risk assessment are roughly the same everywhere but the way the decision
is taken may depend on different cultures (national culture, industrial sector culture, company
culture, safety culture, etc.).

-

Risk assessment is a way to decide between different scenarios. The objective is to identify the
best safety solution at a reasonable cost. But reasonable cost doesn’t address only money
issues but also real life of operators, customers, stakeholders, etc.

-

Risk assessment is not only a safety issue, but above all is a management issue.

Hence, achieving the inventory of all the different risk analysis or assessment methods is an
inescapable step that have to be complemented by an analysis of their link with the decision
making process. Not all the existing methods comply with the requirement to have such a
direct link with the decision making process.
Last, particularities of railway operations compared to others sectors (induced by the combination
of a lot of singular technical features), would probably require an adapted and specific process.
The latter will be based on and inspired by the different methods and specific technics collected
and analysed.
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2. STATE OF THE ART IN THE VARIOUS INDUSTRIES
2.1 SPACE INDUSTRY (NASA)
The NASA example has been selected because of the high level of risk of its activities. At first, it
should be highlighted that NASA uses a very common method to analyse and assess their risks. A
specific focus has been made on the “taking decision process”.
NASA uses Fault Tree Analysis (FTA) method to perform risk and reliability assessment within a
Probabilistic Risk Assessment (PRA) approach (Reference: Fault Tree Handbook with Aerospace
Applications, 2002). NASA developed the role of FTA in Decision-Making and considers that a
variety of information is provided by FTA to assist decision-making as:
- Use of FTA to understand of the logic leading to the top event,
- Use of FTA to prioritize the contributors leading to the top event,
- Use of FTA as a proactive tool to prevent the top event,
- Use of FTA to monitor the performance of the system,
- Use of FTA to minimize and optimize resources,
- Use of FTA to assist in designing a system,
- Use of FTA as a diagnostic tool to identify and correct causes of the top event,
NASA considers that FTA has a wide variety of uses and roles in risk analysis and risk assessment
as well as in decision-making process. This is only possible by the great maturity of the NASA
in safety and risk matters…
NASA has also developed a specific risk-informed decision making (RIDM) (Risk-Informed
Decision Making Handbook, NASA/SP-2010-576, april 2010).
In order to foster proactive risk management, NASA integrates two complementary processes, riskinformed decision making (RIDM) and continuous risk management (CRM), into a single coherent
framework. The RIDM process addresses the risk-informed selection of decision alternatives to
assure effective approaches to achieving objectives, and the CRM process addresses
implementation of the selected alternative to assure that requirements are met. These two aspects
work together to assure effective risk management as NASA programs and projects are conceived,
developed, and executed.

Figure 1: Risk management as the interaction of risk-informed decision making and
continuous risk management
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RIDM is invoked for key decisions such as architecture and design decisions, make-buy decisions,
source selection in major procurements, and budget reallocation.
The RIDM process itself consists of the three parts shown in Figure 2.

Figure 2: The RIDM process
Figure 3 notionally illustrates the functional roles and internal interfaces of RIDM. As shown in the
figure, it is imperative that the analysts conducting the risk analysis of alternatives incorporate the
objectives of the various stakeholders into their analyses. These analyses are performed by, or
with the support of, subject matter experts in the domains spanned by the objectives. The
completed risk analyses are deliberated, along with other considerations, and the decision-maker
selects a decision alternative for implementation (with the concurrence of the relevant Technical
Authorities). The risk associated with the selected decision alternative becomes the central focus
of CRM activities, which work to mitigate it during implementation, thus avoiding performance
shortfalls in the outcome.

Figure 3: Functional roles and information flow in RIDM
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In spite of its very specific and very risky activities, NASA uses common processes. It has
been observed that the decision (including risk acceptance) is not only a risk analyst issue but also
takes into account the different stakeholders points of view…

2.2 CIVIL AVIATION (AVIATION RISK MANAGEMENT SOLUTIONS
– ARMS)
Within the civil aviation sector, the ARMS example has been chosen. ARMS project has been
developed, about 10 years ago, by a consortium gathering an aircraft manufacturer, air companies
and maintenance firms. The aim of the project was to propose a common process to analyse,
assess and manage the flight safety risks.
Figure 4 illustrates the risk management process described by ICAO (International Civil Aviation
Organisation). The Risk Management process starts with a Hazard Identification. For an airline,
this consists typically of things like Flight Data Analysis, Safety Reporting, etc. This is an area
which has improved drastically in the last 10 years, and today, an airline can have access to a
large amount of very proactive safety data.
The second part (in red) is the Risk Assessment; in terms of severity, probability and acceptability.
Finally, the last part (in yellow) is the Risk Mitigation part. This is about taking action in order to
make sure that all risks remain at acceptable levels.

Figure 4: Risk management process (ICAO)
The ARMS methodology can be summarized in 4 key points:


Full description of the Risk Assessment Process, step-by-step
o



Key focus on identifying safety issues and risk assessing them

Initial risk classification of incoming safety events (Event Risk Classification, ERC)
o

New conceptual instruments for dealing with Risk assessment related to historical
events

PLASA-WP4-D-SNCF-001-02
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Safety issue risk assessment (SIRA) method
o



Extended definition of Risk, incorporating the effect of barriers

Safety assessments of “future risks” can be made with the same SIRA method.

The Figure 5 illustrates the overall process (simplified summary).

Figure 5: Process summary
The starting point is the safety data, which flows in from Hazard Identification. The incoming
elements are typically events. Due to this fact, and due to the need to screen for item requiring
urgent actions, the first step has to be a quick screening of all incoming events. The purpose is not
a thorough analysis, but only a first-cut classification.
The data flows into a safety database, which is used for trend analysis. This may lead to actions
due to increasing trends, etc., sometimes without a formal risk assessment. A key step here is to
identify the Safety Issues.
The Safety Issues are then subject to a detailed Risk Assessment. Safety Issues are no longer
single events, but well-defined Issues, typically highlighted by several events.
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2.2.1 Event Risk Analysis

Figure 6: Event Risk Classification (ERC)
The first result is the colour.
Typical examples of the colour’s meaning could be:


red: investigate immediately and take action,



yellow: investigate or carry out further risk assessment,



green: use for continuous improvement (flows into the database).

2.2.2 Data analysis






Looking at Safety data statistics


Frequencies (e.g. how many unstabilized landings this month),



Rates (e.g. long landings / landings to that airport),



Trends (e.g. are ATC problems decreasing or increasing),

Some safety actions may be launched at this point


Formal risk assessment not done yet,



In obvious cases (e.g. duty of care) the risk assessment is a quick mental, informal
one,

However, the main task in Data Analysis is the identification of Safety Issues.

This is the step where the safety data is looked at statistically. The main objective is to identify
Safety Issues.
Safety Issue is the manifestation of a hazard or combination of several hazards in the specific
context of your operation.


Could be a local implication of one hazard (e.g. de-icing problems in one particular aircraft
type),



Could be a combination of hazards in one part of the operation (e.g. operation to a
demanding airport),

PLASA-WP4-D-SNCF-001-02
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Identified through systematic Hazard Identification.

2.2.3 Safety Issue Risk Assessment (SIRA)
Risk Assessment on the current or future operation must be based on Safety Issues


You can Risk Assess Safety Issues because you can define and scope them precisely



You can manage Safety Issues

ARMS is above all a methodology, a tool… This model focuses on 4 factors: the triggering event
and its likelihood, the effectiveness of avoidance barriers, the effectiveness of recovery barriers
and the potential accident severity.
ARMS considers that taking action in order to make sure that all risks remain at acceptable levels
is not related to the Risk Assessment Methodology itself. A typical arrangement is to use the
Safety Review Board and Safety Action Groups to take care of this part.
This kind of methodology is a typical example of a method specifically adapted for aviation due to
the specificity and quantity of the input data.

Figure 7: Safety Issue Risk Assessment (SIRA) Model

2.3 OTHER DOMAINS
In order to understand the way of analysing and assessing the risks in the chemical industry, and
so, an international chemical company has been met (due to confidentiality issue, the identity of
the company won’t be revealed).
The aims of the risk analysis for this company are:


Identify and locate the risks,



Implement the different measures improving the safety level,



Plan the emergency measures to implement when the safety barriers don’t operate.
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To achieve their risk analysis, they use different processes and depending of the situations, they
can use a preliminary hazard analysis, a HazOp study, a fault tree analysis, an event tree analysis,
a bow-tie diagram and so on. The Table 1 illustrates the way they use these different technics.
The desired outcomes of the analysis are what they call the “critical system for safety”. It’s an
internal concept very close to what others call barriers, control measures and so on.
The main work concerns these “critical systems for safety” and they manage their risks managing
these systems.
The approach of this company is very pragmatic. They have, in fact, created a process (composed
with several standard methods) adapted to their activities and easily understood by the staff and
the operators.
Technique

Approach

Considered
failure

Level of Suitable scope
detail

Preliminary
Hazard Analysis

Inductive

Independents

+

HazOp

Inductive

Independents

++

Thermo-hydraulic systems

What-If

Inductive

Independents

++

Thermo-hydraulic systems

Event Tree

Inductive

Combined

+++

Failures previously identified

Fault Tree

Deductive

Combined

+++

Undesirable
identified

FMEA(C)

Inductive

Independents

+++

Technical well-defined subset

Less complex installations
Preliminary stages of analysis

event

previously

Table 1: The different methods used in the visited chemical company

The three examples above show that each industrial sector has developed different
approaches but adapted to their activities. Sometimes even, in a particular sector, we can
find companies following different ways. It seems that the approach is not important in
itself. The most important issues are the way you use it and above all the precise definition
of what you expect from the model.
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3. STATE OF THE ART IN RAILWAY OPERATIONS
3.1 RAIL OPTIMISATION SAFETY ANALYSIS (ROSA) PROJECT
ROSA was a project where DB AG and SNCF worked out a preliminary safety analysis of the
overall railway system in order to make it possible to assess the consequences of different safety
barrier implementation scenarios (ROSA final report, November 2009).
The aims of ROSA were:


Methodical and logical explanation of the connections between safety targets and safety
systems (so called “barriers”): WP1



Creation of a computer based tool to calculate the rates: WP2



Approach to a method for a cost-benefit-analysis for safety systems: WP3



Verification of the generic results by using examples: WP4

The ROSA Model consists of:


Basic System



Starting Point Hazards



Risk Control Model



Accident Categories



Barrier Quantification Model

Figure 8: The ROSA Model
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Basic System Model (BSM)
First, a model of the network and the traffic operating on it is required. This “model”- part of the
network turned rather out to be a data base of relevant parameters and elements of the railway
network. Since at a later stage, the effects of a safety measure on the network shall be estimated,
theoretical “comparisons” of the network with and without the said barrier shall be performed.
Leaving (hypothetically) away such a safety measure or “barrier” reduces the system to a more
basic network. The system model or parameter data bases may therefore be organized into a
basic kernel system (the “Basic System Model”) and an object model of all barriers, safety
measures etc. that perform today’s safety features of the railway.

Starting Point Hazards (SPH)
A second part of the ROSA Model establishes a complete global inventory of all hazards that may
be encountered during railway operations. These hazards are organized in a generic Preliminary
Hazard Analysis (PHA) which is based on the predefined ROSA Basic System. The railway
hazards are organized into Fault Tree structures such, that an appropriate set of mutually
independent (at least as much as possible) and characteristic Starting Point Hazards (SPH) may
be selected from which the double pyramid approach of hazard evolution into further events (eg.
accidents) starts.

Risk Control Model (RCM)
A third part of the model commences with the Starting Point Hazards and develops possible event
chains from the SPHs. This Risk Control Model (RCM) is organized into Event Tree structures and
contains not only possible branching of primary into multiple secondary events but also generic
safety measures (“Barriers”) and “Neutralising Factors”.

Barrier Quantification Model (BQM)
For the quantification of the RCM, another model part – the Barrier Quantification Model (BQM) - is
introduced as fourth part into the ROSA Model. It contains all relevant but still generic
implementations of “Barriers” and “Neutralizing Factors” and the relevant algorithms to compute
the mitigation rates that will finally flow into the RCM to mitigate the starting point hazard’s
evolution into e.g. accidents; the BQM is a substantial part of the Working Package 2 of ROSA.
The different deliverables of ROSA are numerous and quite complex. The aim is not to present in
details the ROSA project but just to mention that this former project has already studied the “risk
analysis and assessment field”.
ROSA outputs will be used to achieve PLASA WP4 goals.

PLASA-WP4-D-SNCF-001-02
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3.2 OVERVIEW WITHIN EUROPEAN INFRASTRUCTURE
MANAGERS AND RAILWAY UNDERTAKINGS
A questionnaire was sent to several companies. The Table 2 presents the results.
CFL (Luxemburg)

CSM – Common Safety Methods
FTA – Fault Tree Analysis
FMEA – Failure Modes, Effects Analysis

OBB (Austria)

Qualitative and quantitative risk estimations with an expert panel
moderated by a risk manager
CSM – Common Safety Methods
FTA – Fault Tree Analysis
FMEA – Failure Modes, Effects Analysis
Failure Chain

RENFE (Spain)

CSM – Common Safety Methods
FTA – Fault Tree Analysis
ETA – Event Tree Analysis
FMEA – Failure Modes, Effects Analysis

SBB (Switzerland)

CSM – Common Safety Methods
PHA – Preliminary Hazard Analysis
FTA – Fault Tree Analysis
FMEA – Failure Modes, Effects Analysis

TRENITALIA (Italy)

CSM – Common Safety Methods
National rules for the risk evaluation for the normal railway services

SNCF (France)

CSM – Common Safety Methods
FTA – Fault Tree Analysis
FMEA – Failure Modes, Effects Analysis
BOW-TIE model (under development)

Table 2: The different risk assessment methods used in European railway operations

This table just illustrates that each European railway undertaking or infrastructure manager don’t
necessarily use the same methods.

3.3 EUAR COMMON SAFETY METHOD (CSM)
The CSM on risk assessment shall apply to any change of the railway system in a Member State,
as referred to in point of Annex III to safety directive 2004/49/EC, which is considered to be
significant. If there are no notified national rules defining whether a change is significant or not in a
Member State, the proposer shall decide, by expert judgement, on the significance of the change
based on criteria that are provided in Article 4 of the CSM on risk assessment: “failure
consequence, novelty used in implementing the change, complexity, monitoring and reversibility of
the change”. If the change is not significant, the CSM does not need to be applied but the decision
needs to be documented to allow the national safety authority to check it during inspections. For
non-significant changes, the expert judgement shall always evaluate whether the sum of all nonsignificant changes since the last application of the CSM becomes a significant change when
added up.
PLASA-WP4-D-SNCF-001-02
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As well as the ROSA project, the aim is not to present in details the Common Safety Method. What
is important to keep in mind is that this method is the recommended method in railways operations.

Figure 9: The Common Safety Method process

It’s important to notice that this process is only recommended when a significant change is
identified.
PLASA-WP4-D-SNCF-001-02
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3.4 RSSB VISION
As mentioned in the introduction, one major focus of the study is the extension of the risk analysis
and assessment approaches to the decision making process.
The RSSB has published a document presenting the recommended way to take safe decisions.
They have identified 3 stages and they propose to study them from a Common Safety Measures
perspective:


Monitoring: Are the operations safe or might the company need to make a change?



Analysing and selecting options. What (if anything) should the company change and can it
be done safely?



Making a change. How do the company make sure the change is safe?

One of the first interesting point stressed by the RSSB is that to determine whether a safety
measure is reasonably practicable, its safety benefits (the “quantum of risk” averted) are compared
with its costs (the “sacrifice” involved). Professional judgement is applied to determine whether or
not the costs are grossly disproportionate to the safety benefits, paying particular attention to the
degree of uncertainty in the assessment of costs and safety benefits.
Decisions should usually be taken by whoever is closest to the problem with sufficient authority
and expertise. Many routine decisions are, and should be, taken by frontline staff. They usually
understand the risk well and they may be established good practice. At the other extreme, some
decisions are of a scale and scope that affect the industry as a whole and are taken collectively.
To take a decision you have to analyse and select options. The analysis will need to consider
various criteria to ensure that the selected option is compliant with requirements, commercially
sound and safe.


Rules and requirements. Some decisions are explicitly required by law or mandated in
standards,



Commercial criteria. Many decisions in the rail industry are taken for commercial reasons.
The criteria for taking them are distinct from those applied to meet legal obligations and will
depend on the company’s policies, values, priority and resources,



Safety criteria.

To consider roughly if a decision is a good one is to ask whether the decision is:


Rational, meaning that it has been taken for sound reasons and not arbitrarily,



Equitable, meaning that due regard has been given to everyone’s interest,



Defensible, meaning that it can be explained if challenged.

We will go on delving deeply into this vision, which is one of the few implementing decision-taking
processes.
In other terms, RSSB propose to extend the use of CSM principles in all their studies, rating
the different suggested measures against a set of factors and criteria. Here again, it’s clear
that this approach requires a high level of maturity in safety management and safety
culture.
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4. THE DIFFERENT METHODS TO ANALYSE AND ASSESS A RISK
4.1 INVENTORY
The aim of this chapter is not to explain each method in details but just to remind the main
principles of them.

4.1.1 Preliminary Hazard Analysis - PHA
The preliminary hazard analysis (PHA) technique is a broad, initial study used in the early stages
of system design. It focuses on:


identifying apparent hazards,



assessing the severity of potential accidents that could occur involving the hazards,



identifying safeguards for reducing the risks associated with the hazards.

This technique focuses on identifying weaknesses early in the life of a system, thus saving time
and money that might be required for major redesign if the hazards were discovered at a later date.

Figure 10: Preliminary Hazard Analysis

4.1.2 Failure Modes, Effects and Criticality Analysis – FMECA
The FME(C)A is a design tool used to systematically analyse postulated component failures and
identify the resultant effects on system operations.
The analysis is sometimes characterized as consisting of two sub-analyses, the first being the
failure modes and effects analysis (FMEA), and the second, the criticality analysis (CA).
Successful development of an FMEA requires that the analyst includes all significant failure modes
for each contributing element or part in the system.
FMEAs can be performed at the system, subsystem, assembly, subassembly or part level.
The FMECA should be a living document during development of a hardware design.

Figure 11: Failure Modes, Effects and Criticality Analysis
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4.1.3 Fault Tree Analysis – FTA
Fault tree analysis (FTA) is a top down, deductive failure analysis in which an undesired state of a
system is analysed using Boolean logic to combine a series of lower-level events.
This analysis method is mainly used in the fields of safety engineering and reliability engineering to
understand how systems can fail, to identify the best ways to reduce risk or to determine (or get a
feeling for) event rates of a safety accident or a particular system level (functional) failure.
FTA is used in the aerospace, nuclear power, chemical and process, pharmaceutical,
petrochemical and other high-hazard industries.

Figure 12: Fault Tree Analysis

4.1.4 Event Tree Analysis – ETA
Event tree analysis (ETA) is a forward, bottom up, logical modelling technique for both success
and failure that explores responses through a single initiating event and lays a path for assessing
probabilities of the outcomes and overall system analysis.
This analysis technique is used to analyse the effects of functioning or failed systems given that an
event has occurred.

Figure 13: Event Tree Analysis
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4.1.5 HAZard and OPerability study – HAZOP
A hazard and operability study (HAZOP) is a structured and systematic examination of a complex
planned or existing process or operation in order to identify and evaluate problems that may
represent risks to personnel or equipment.
The technique is based on breaking the overall complex design of the process into a number of
simpler sections called 'nodes' which are then individually reviewed. It is carried out by a suitably
experienced multi-disciplinary team (HAZOP) during a series of meetings.
The HAZOP technique is qualitative, and aims to stimulate the imagination of participants to
identify potential hazards and operability problems.
Structure and direction are given to the review process by applying standardised guide-word
prompts to the review of each node.

Figure 14: HAZard and OPerability study

4.1.6 Bow-Tie model
The Bow-tie model is a risk evaluation method that can be used to analyse and demonstrate
causal relationships in high risk scenarios.
A Bow-tie diagram does two things. First of all, a Bow-tie gives a visual summary of all plausible
accident scenarios that could exist around a certain Hazard. Second, by identifying control
measures the Bow-tie displays what a company does to control those scenarios.
There are different types of bow-tie diagrams.
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Figure 15: Bow-Tie model

4.1.7 Other methods
Human Performance Enhancement System – HPES
HPES is a method developed by Institute of Nuclear Power Operations (INPO) in 1990
The HPES method is a systematic process to guide the event investigator first to understand what
happened before attempting to understand the causes. To understand the mechanism of human
performance (or the individual’s behaviour) during the event it is necessary to find out how the
event happened. To find the causes, it is determined why the behaviour occurred and what
additional factors contributed to the event. This is achieved by the coherent performance of several
steps.
1. Task analysis.
2. Change analysis.
3. Barrier analysis.
4. Events and causal factor analysis.

Man-Technology-Organisation Investigation – MTO
MTO (Man-Technology-Organisation Investigation) is a systemic theory with a focus on the
interactions between people, technology and organisations. It is a modified version of the HPES
method adopted by the Swedish nuclear industry.
The MTO-analysis is based on the employment of three commonly used tools:
1. Structured analysis by use of an event and cause diagram;
2. Change analysis by describing how events have deviated from earlier events or common
practice;
3. Barrier analysis by identifying technological and administrative barriers which have failed or are
missing.
With the growth of risky activities and public opinion prominence, more and more methods have
emerged like Human Reliability Analysis, What If Analysis, TRIPOD, Safety Risk Model and so on,
generally in response to a specific activity.

4.2 ADVANTAGES AND DRAWBACKS
The main advantage of these different methods is to provide a structured and methodological
representation (figures, tables, diagrams) of an analysis sometimes very complex.
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These methods, depending on their representation, are very useful in dialogue, communication
and more overall in shared understandings, essential in the decision-making process.
These different methods are complementary. Sometimes, you can link the outputs of some of them
to the inputs of other ones. Depending on the system you want to analyse, you have to choose the
most adapted method. It could be an advantage because you can choose the most efficient
method but it could be a drawback if you don’t know the method you have to choose.
The main drawback of these methods is that the external factors are rarely taken into account.
Besides, the human, organisational and social factors are hardly modelled in such methods.
The output depends, in a lot of cases, on the analyst. Paradoxically, these methods are more or
less subjective.
Comprehensiveness cannot be approached during the investigation phase. Usually, only the most
significant causes and consequences are studied.
These methods address coherent and simple system. It’s very difficult to analyse a complex
system where all the elements are interlinked. The causal reasoning is no more linear and
modelling such event or scenario is quasi-impossible.
Besides, one should stress on the point that the required method has to be able to address a lot of
stages of the railways operations like design, testing and validation, operations, maintenance,
procedures, training courses, changes, decommissioning and so on. Ideally, a unique method have
to be found, that could be used whenever, wherever.
Finally, these methods don’t deal with the eventual managers’ criteria and, most of the time it’s
very difficult to turn the risk analysis and assessment conclusions into decisions.
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5. THE DIFFERENT LINES OF APPROACH
5.1 CURRENT TYPICAL USE OF RISK ASSESSMENT: EVALUATION
OF SAFETY REQUIREMENT COMPLIANCE
As previously stated the most common approach is the risk assessment of a solution in order to
verify its compliance with the safety requirements.
Once the risk level has been identified there are two possible decisions:
a) To accept this level of safety as it is compliant with the requirements
b) To implement a series of measures (safety barriers for instance) to reduce the risk
frequency or consequences. Once the measure is implemented the risk is re-evaluated
This approach has two drawbacks:
a) It does not take into the right account the cost and the time needed for the implementation
of the safety measure
b) It does not allow considering all the possible parameters that influence safety in a complex
system. In fact usually one possible field of solutions is considered estimating all the other
parameters without modifying them
This method is however very used and effective in relative simple systems or whenever the main
implementation choices are not related to the safety (for instance related to regulations, clients
requests, feasibility studies, etc.) and the risk assessment has the purpose to verify the respect of
safety requirements (or implement the actions to reach them) but not their optimisation.
The purpose of the WP4 is to go beyond this evaluation of safety requirement compliance.
The final objective is to suggest a new approach contributing to the decision making
process.

5.2 THE DECISION BASED APPROACH : COMPARING DIFFERENT
OPTIONS
The survey included in the previous chapters has identified some approaches that are more
oriented to support the managerial decision.
In particular we have seen two examples of decision based on safety
1. CSM that include a set of criteria to identify if a solution is to be assessed. If a solution satisfies
this criteria the safety is in some way assured without further analysis
2. NASA and RSBB approaches that are oriented to the choice of the solutions based on safety.
In particular RSBB approach is the one that looks more promising because it also compares
the solutions with respect with their efficiency, providing more elements to the managers that
have to take the decision, stressing the importance of the optimisation of the implementation of
the safety.
At this stage, we are unable to identify the final approach chosen.
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6. CONCLUSIONS
In this deliverable the working group presented the results of an extensive research of the state of
the art methods and tools used to assess the risk in different domains.
In particular a list of “methods”, that are approaches to assess the risk, have been analysed in
different domains (chapter 2) and in the railway domains (chapter 3) while the “tools”, that are
basic technics to evaluate the safety (FTA, FMECA, etc.), has been reviewed in the inventory of
Chapter 4. But these approaches are insufficient to solve the problem we face.
From these elements we have identified in chapter 5 the way we want to work in this project that
should be more oriented to the support to the decisions of the managers or institutions that are
responsible for the safety.
The next steps of the project will test this approach on real use cases or “scenarios” taken from the
railway field. In particular to evaluate the approach we need:
a) More than one scenario
b) Scenarios should comprise decisions and not only risk evaluations
c) Scenarios should cover components as well as complete systems
The deliverable 4.2 will present the results of the analysis of the scenarios to test our method. The
deliverable 4.3 will demonstrate that we can use FTA, ETA, Bow-tie model or any other tools. The
choice will depend on the risk situation we consider and the operational questions we have to
answer.
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