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1 Executive Summary
This deliverable presents a first approach to the Data ontology to be used in the IP5 FR8RAIL
project concerning the freight domain. This data ontology includes the representation, formal
naming, and definition of the categories, properties, and relations between data and objects which
composes the system defined in the previous deliverable. The data ontology will guide us to a data
model specification and the definition of the interfaces introduced in the high-level architecture
of the wOBU system.
To fulfil this objective, the following sections were created:






Use Case Overview: Within this section is performed a summary of the Cargo Monitoring
System UC. The need for a data ontology definition and data model specification is
explained in this section.
¡Error! No se encuentra el origen de la referencia.: Within this section, the data ontology
is described. This section sets the basis for the development of the following works.
¡Error! No se encuentra el origen de la referencia. Specification: This section creates a
Data model for the ontology described in the previous section. This section acts as a bridge
with the two following chapters.
Interfaces of the data model for application: This section encompasses the definition of
interfaces in on-board wireless communication backbone nodes and gateways for
processing and integrating CMS data.
Conclusions reached at this stage of the R&I and highlighted in this deliverable.

Keywords: WAGON ON-BOARD UNIT, CARGO MONITORING SYSTEM, POSITIONING, DATA
MODEL, ONTOLOGY, CONTINUOUS MONITORING, TOPICS, INTERFACES, LOGISTICS
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2 Abbreviations and acronyms
Abbreviation / Acronyms
AIOTI
AMQP
ATO
CBM
CMS
CMW
CoAP
CRC
DEWI
EoT
ERTMS
EVC
FR8RAIL
GW
HLA
IEC
IoT
IPs
ISO
JSON
IOBU
MQTT
OMA LWM2M
OTI
R&I
S2R
SCOTT
TCP
TI
TLS
UC
V2I
V2V
wOBU
WPs
G A H2020 – 730617

Description
Alliance for Internet of Things Innovation
Advanced Message Queuing Protocol
Automatic Train Operation
Condition Based Maintenance
Cargo Monitoring System
Communication Middleware
Constrained Application Protocol
Cyclic Redundancy Check
Dependable Embedded Wireless Infrastructure
End of Train
European Rail Traffic Management System
European Vital Computer
Freight Rail
Gateway
High-Level Architecture
International Electrotechnical Commission
Internet of Things
Innovation Programme
International Organization for Standardization
JavaScript Object Notation
Locomotive On-Board Unit
Message Queuing Telemetry Transport
Open Mobile Alliance Lightweight Specification
On-Board Train Integrity
Research and Innovation
Shift2Rail Initiative
Secure Connected Trustable Things
Transmission Control Protocol
Train Integrity
Transport Layer Security
Use Case
Vehicle to Infrastructure
Vehicle to Vehicle
Wagon On-Board Unit
Work Packages
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WSN
X2R1
X2R2

G A H2020 – 730617

Wireless Sensor Network
X2Rail 1 project from IP2
X2Rail 2 project from IP2
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3 Background
The present document constitutes the Deliverable D3.7 “Specification of the data model for
application interface of CMS” in the framework of the S2R FR8RAIL WP3 of IP5, Task 3.4.
All other deliverables of WP3 ‘Telematics & Electrification’ are connected with this report. This
deliverable describes the data ontology, the object data model specification and the definition of
the interfaces of the Cargo Monitoring System for train’s wireless backbone.
Existing synergies within Shift2rail, with IP2 TD2.5 (On-Board Train Integrity), has been taken into
account, and in following stages, the development of the specific application of wireless-backbone
technology for on-board EoT solution is envisaged. IP2 WP3 (Adaptable Communications) and IP2
WP7 (Smart Wayside Objects) are aligned with the study of the Use Case and the data ontology.
WP3 is closely aligned with WP6 ‘High-level System architecture and integration’ and WP2
‘Condition based and Predictive Maintenance’. It also has relation with the Open Call project
INNOWAG and with X2R2 WP4 ‘Train Integrity’ from IP2 of Shift2Rail.
The works performed in this deliverable will be used in the early stage of FR8RAIL II to give the first
approach to the system architecture.
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4 Objective/Aim
Refinement of the Use Cases described in a previous deliverable, evaluation of the used
methodology, analysis of the wOBU system operational scenario and the overview of the highlevel architecture build the basis for this deliverable.
This deliverable study the Cargo Monitoring System (CMS) services to provide a more accurate
definition of the data which has to be transferred from the train to the business layer.
The primary objective of this deliverable is the definition of the Cargo Monitoring System interface,
which contains the interfaces among the wOBU system and WSN Coordinators and the shared
services and business layer concerning cargo monitoring composes by the CMW and the CMS. To
achieve this objective, the data ontology for the data model specification has to be defined. This
data ontology sets the basis for the development of the following works.
Once the ontology is defined, another of the main objectives is to describe the data model
specification, by specifying the used text format and the messaging protocol. It is important to
remark that the information provided in this deliverable can be used to communicate over
different communication links and technologies defined in D3.1 and D3.2.
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5 Use Case Overview
The Cargo Monitoring System Use Case is explained in the deliverable 3.1 (D3.1) Chapter 4.2 (1),
and the refinement of the Use Case is performed in the deliverable 3.2 (D3.2 WP3 FR8RAIL project)
Chapter 5.3 (2).
Above all, the Cargo information is given by the wOBU system and automatized during the trip to
provide logistics data (cargo status, location in real-time, etc.) to the business layer in which Cargo
Monitoring System is allocated. This service offers access to the shared data about the cargo
status in a controlled zone and allows the goods managers to improve the logistics planning on the
fly. Furthermore, the CMS should be able to provide historical data to the end users who might be
used to predict, maintain and schedule in an efficient way the cargo containers.
To develop an optimal system, the Cargo Monitoring System has to provide functionalities which
tackle several needs such as composition computerization, cargo status tracking, cargo failures or
cargo predictive logistics and maintenance, among others.
These functionalities are specified in different scenarios, which includes the explanation and the
normal flow of the interaction between the Cargo Monitoring System and the wOBU system
installed in the locomotive or the different cargo wagons, depending on the electrification
capacities.
The first defined scenario is the Cargo Status Tracking, which describes the interaction between
the different layers of the system to provide the end users all the cargo status information
gathered by the sensors allocated in the cargo. The collected data depends on the type of sensors
and the allocation of them along the composition. The Cargo Monitoring System receives this data
from the wOBU (in charge of collect and concentrate the information from the WSN Coordinators).
Logistics Planning Scenario aims to describe the process beginning with the cargo status data is
collected until the new planning is scheduled, including the updates concerning this scheduling are
sent to the Cargo Monitoring System of each required composition.
Cargo Failures Scenario is highly essential to describe the process since a failure is detected in the
cargo status tracking phase until this issue (event) is reported to the end users through the Cargo
Monitoring System. In case the fault is critical, an alarm must be raised to notify to the freight
driver as a recommendation to stop the train.
All the scenarios previously explained are based on the interaction among different layers, so it
implies that the interfaces among them must be described using an optimal data model. To
optimize this data model and once we have defined the different requirements and interactions,
a data ontology has been defined. This data ontology will be defined in the following chapter.
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6 Data Ontology
This data ontology has been started by analyzing the works performed in the DEWI project (3).
These works were performed in a tight schedule, and some of the deepest layers were not
thoroughly defined. This ontology has been analyzed alongside the Semantic Sensor Network
Ontology (4) for describing sensors and their observations, the involved procedures, the studied
features of interest, the samples used to do so, and the observed properties, as well as actuators.
The SCOTT project from ECSEL (5) aims to extend the Internet of Things for different domains such
as building and home, health or railway environment. Concerning this last one, in the WP18, WP19
and WP20 of the SCOTT project (containing different rail Use Cases), led by INDRA, the works
performed on DEWI project have been pushed on, and a more complete definition of the ontology
is being given.
The following changes strategies performed in the SCOTT projects have been taken into
consideration to define the data ontology of the FR8RAIL project:
1. The ontology has been changed to reduce the complexity of the nodes.
2. The services have been created to take part in the lost complexity
3. The services create a multimodal approach by allowing the creation of broader services
that can fit different cases.
4. The safety (understood as described CENELEC EN50155 (6)) has been included at the node
level. This inclusion allows the functional safety of the data at the different levels.
The first approach of this Ontology is shown in:

Fig. 1: Data Ontology Overview
G A H2020 – 730617
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This ontology is fully compliant with the rules and works of the AIOTI and follows the main
structure of ISO/IEC 29182 – Sensor Network Reference Architecture (7). The ontology is going to
be described layer by layer in the following sub-chapters.

Service
Specific service definition will be performed here. The processing will be done in this class, which
presents the following fields:






Service Id: Identification of the service
Root: An array of two elements that will contain the entity that packet the data and the
last Gateway (GW) that transmits the packet. These two packets are:
o GW: An identifier that signs the last GW that has sent the packet. It is defined
below. It must be added that the wOBU is defined as a part of the GW. The wOBU
will tackle the processing task carried by the GW.
o Source: An identifier that packets the data. It is defined as the MQTT topic.
CRC: A CRC is included for every service layer packet, for safety and security purposes.
Node: Array of nodes concerning the service. In the case of Train Integrity (TI) will be the
list of nodes deployed along the composition, in other cases it may be just one node.

The node sub-class is defined in the following section.

Node
Specific node definition will be performed here. This node will be just pass-through. It implies that
no processing will be performed in this class. The node layer will have the following fields:






Timestamp: This timestamp will set the sending point in time of the gathered information
to the node. This field follows the epoch format defined in the IPSO
Time Accuracy: Time data in nanoseconds. This field is restarted every second.
Sensor-actuator: Array of sensors/actuators connected to the node (in case of TI will be
the list of sensors deployed in each node to prove the TI, in other cases it may be just one
node)
CRC: A CRC is included for safety-related nodes.

The Sensor-Actuation sub-class is defined in the following section.

Sensor-Actuator
Specific Sensor/Actuator definition will be performed here. This class will have the following
fields:


SensorID: identification of the ID following the IPSO nomenclature
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Timestamp: This timestamp will set the sending point in time of the gathered information
when the measurement is done. This field follows the epoch format defined in the IPSO
TimeAccuracy: Time data in nanoseconds. This field is restarted every second. This field is
restarted every second.
Resource: Array of data gathered by the sensor or sent to the actuator including the value,
units, and other parameters that depend on the sensor actuator.

The Data sub-class is defined in the following section.

Data
The data class specifies a Data, including at least one measurement. This class has the following
field:


Measurement: Array of measures in the data. For example, in case of a location, it may
transmit X, Y and Z position in the Cartesian axes. In other cases, it may be just one
measurement.
o Unit: It describes the type to be used.

G A H2020 – 730617

[FR8-WP3-D-ISS-029-02 D3.7]

P a g e 15 | 59

7 CMS Data Model Specification
In this section, the data model will be explained once the data ontology has been described in the
previous chapter. The data model - detailed in Appendix B - is an abstract way to organize elements
of data and standardized the relations among them and how they adjust to the properties of the
entities involved in real world implementation. The data model explained in the following subchapters explicitly determines the structure of the data exchange in the scenarios which includes
the Cargo Monitoring System. The description of the ontology and the data model will guide the
interface definition for CMS.
The ontology has been defined using the Protégé 5.2.0 program (9), a free, open-source ontology
editor and framework for building intelligent systems supported by the Stanford University. The
use of this program is justified because it offers full support the latest OWL 2 Web Ontology
Language.
To describe the data model, it is necessary to remark that the application layer needs to make use
of data exchanging or messaging protocols. MQTT and AMQP are selected for this purpose. MQTT
is a publisher-subscriber messaging protocol which works on top of the TCP/IP protocol. An MQTT
system consists of clients communicating with a server, often called a "broker". A client may be
either a publisher of information or a subscriber. Each client can connect to the broker.
On the other hand, AMQP is an open standard application layer protocol for message-oriented
middleware. The main characteristics of AMQP (8) are:






Message orientation
Queuing
Routing, including publisher-subscriber routines.
Security
Reliability

Due to the communications needs defined along the WP3 works, MQTT is one of the most suitable
protocols because it is adapted for the minimum use of the bandwidth and appropriate for IoT
networks. Furthermore, MQTT does not require high processing resources and the batterypowered devices does not require high power consumption.

Data Model
This section is intended to show the different headers and payloads that are defined in MQTT as
this protocol is going to be used for the local messaging (MQTT). For local to business layer (in this
case the CMS) AMQP will be used.
The MQTT header follows the model which is shown in the following table:
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MQTT Topic
SERVICE/SUBSERVICE/REGION/SUBREGION/SOURCE/SUBSOURCE/CRC
Table 1: MQTT Topic definition

MQTT Topics
Communication within MQTT is articulated through, what it is called, Topics. Senders and receivers
must be subscribed to a common topic to be able to communicate. These topics have a hierarchical
architecture thanks to we can establish father-children relationships. Considering this fact, when
an MQTT client (node) is subscribed to a father topic, it will also receive the information provided
by the children.
Following the ontology described in this document, and by the DEWI and SCOTT project, one step
further will be taken talking about the description of the topic structures selected for the railway
domain.
Within the FR8RAIL project, the different involved nodes that belong to the WSN will be able not
only to read the data from the sensor measurements but also to write on them as part of the
actuators role. Each topic will be included in every measure it is used in, so keeping them short
and concise will help to maintain the simplicity of the system.
To foresight the security and safety analysis of the system which has to be performed, it is
important to include a field for CRC calculation to detect unexpected changes on the data and
verify the integrity of the data.
Hereafter a detailed description of these components is given in the following sections. The fields
are fulfilled based on the codification predefined in the following subsections.

7.1.1.1

SERVICE & SUB-SERVICE

The service field indicates the type of service. It should include the services provided by the CMS.
In this context, it is important to identify the service that remains essential within the Rail domain,
looking ahead to new future services to be implemented and the scalability of the system.
The service field has been decided to be the first one to create the query from the most general
to the most specific. The sub-service is a more specific identification for the MQTT packets into
the service specified in the service field.
Service

Sub-service

Table 2: Services and sub-service definition

The sub-fields have been coded thinking in the possibility of adding new services which might be
G A H2020 – 730617
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centralized by the wOBU. The sub-fields are listed in the following table:
Service options

Sub-fields

Train Integrity

0000

Train Inauguration

0001

Logistics

0002

Maintenance

0003

Positioning

0004

Reset

0005

Coupling

0006

Extra service 1

0007

Extra service 2

0008

Extra service n

....

Table 3: Subfields services definition

7.1.1.2

REGION & SUB-REGION

The region field indicates the area where the WSNs are deployed to provide supportive
information to the WSNs track. The sub-region provides extra information into the region. The
identifiers represent the location of a WSN. The default code is all the digits set to nine.
Region

Sub-region

Table 4: Region and sub-region definition

7.1.1.3

SOURCE & SUB-SOURCE

The Source field is used to indicate the owner of the Source that reports the treated data that its
nodes are reporting. The identifier represents the Source owner that it is related to the method.
The sub-source is used to identify the GW or WSN coordinator as the owner considers into its
range. The default code is all the digits set to nine. The identifiers for the services are defined:

Source

Sub-source

Table 5: Source and sub-source definition
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7.1.1.4

CRC

The cyclic redundancy check will be used to detect unexpected changes in the data contained in
the sensors, and this way, the integrity of the data can be verified. Apart from that, MQTT has
other mechanisms that provide guarantees for a trustable communication. This messages
transport protocol retransmits or save-for-later the messages in case of connection loss between
the server and the client. To do so, it implements up to three levels of QoS.

Object Model
In this section, the object model for the ontology defined for FR8RAIL project is presented.
As discussed in the document “IPSO Smart Object” (10), the standardized object does not ensure
interoperability on the application layer. To provide high-level interoperability between the Smart
Object sensors with other devices or services, the object model used will be IPSO Smart Object.
IPSO Objects are not based on the Constrained Application Protocol (CoAP), although this object
model is based on Open Mobile Alliance Lightweight Specification (OMA LWM2M), which is a set
of management interfaces built on top of CoAP. OMA LWM2M is used to develop an interoperable
solution. The following list of sensors/actuators is considered:

Object

Object ID

Accelerometer

3313

Actuator

3306

Distance

3330

Generic

3300

Humidity

3304

Load

3322

Positioning (GPS)

3336

Pressure

3323

Temperature

3303

Table 6: List of IPSO Objects
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The IPSO Objects are shown in the table depicted below. A brief explanation of the different fields
represented on the tables above is provided:


For the Object tables the following fields were used:
o Object: provides a name for the object (sensor).
o Object ID: sets an object identification number.
o Multiple instances: indicates if can exist different instances of the object in the same
node or system.
o Description: a human-readable description of the object

Object

Object ID

Mult. Instances

Description

Accelerometer

3313

Yes

This IPSO object can be
used to represent a 1-3
axis accelerometer.

Actuator

3306

Yes

This IPSO object is
dedicated
to
remote
actuation such as ON/OFF
action or dimming. A multistate output can also be
described as a string,
necesary to send pilot wire
orders for instance. It also
provides a resource to
reflect the time that the
device has been switched
on.

Distance

3330

Yes

Report
the
measurement

Generic Sensor

3300

Yes

This object may be used
as a generic object if a
dedicated one does not
exist
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Humidity

3304

Yes

This IPSO object should
be used with a humidity
sensor to report a humidity
measurement.
It also
provides resources for
minimum/maximum
measured values and the
minimum/maximum range
that can be measured by
the humidity sensor. An
example
measurement
unit is relative humidity as
a percentage (ucum:%)

Positioning

3336

Yes

Wagon Position

Load

3322

Yes

This IPSO object should
be used with a load sensor
(as in a scale) to report the
applied weight or force. It
also provides resources
for
minimum
and
maximum
measured
values, as well as the
minimum and maximum
range
that
can
be
measured by the sensor.
An example measurement
unit is kilograms (ucum:
Kg).

Pressure

3323

Yes

This IPSO object should
be used to report pressure
measurements. It also
provides resources for
minimum and maximum
measured values, as well
as the minimum and
maximum range that can
be measured by the
sensor.
An
example
measurement
unit
is
pascals (ucum: Pa).
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Temperature

3303

Yes

This IPSO object should
be
used
with
a
temperature sensor to
report
a
temperature
measurement.
It also
provides resources for
minimum/maximum
measured values and the
minimum/maximum range
that can be measured by
the temperature sensor.
An example measurement
unit is degrees Celsius
(ucum: Cel)

Table 7: Sensor Objects definition

As mentioned at the beginning of the section, the reason of the use of the IPSO Smart Objects is
to set a common language and semantic for naming the different data that can be exchanged in
the system. This alliance will be in charge of maintaining and updating the object and resource
catalog. If all partners use the same name conventions will ensure a high-level of interoperability
between them.

Payloads
In this chapter, the payloads which will be used for the messaging exchange will be introduced.
The specific payloads for Cargo Monitoring System services will be detailed in Appendix D.
JSON (JavaScript Object Notation) is an open-standard and human readable file format based on
a JavaScript subset (11) published in 1999. JSON has several basic data types:







Number/Integer: a signed decimal number that may contain a fractional part. JSON does
not make a distinction between integer and floating-point.
String: a sequence of zero or more Unicode characters.
Boolean: the data can take false or true value.
Array: an ordered list of zero or more values from any type.
Object: an unordered collection of name-value pairs where the names are strings.
Null: an empty value.

For non-safety purposes, JSON file format is the most suitable option due to the following
characteristics:
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JSON supports two types of structures, one for objects containing a collection of key-value
pairs and another type for value arrays, providing a great simplicity in the structures and
allows the use of a low amount of data per message.
Each object is a set of keys independent of any other objects, which reduces the complexity
of the payload.
JSON provides flexibility in the message structure, by easily adding new fields in case of
necessity.
The simplicity of JSON versus other file formats such as XML eases the use of light
technologies for data transmission.

Although the recommended file format in this stage of work is JSON, for safety capabilities and
based on the X2R2 WP4 (Train Integrity), other file formats will be analysed (CBOR as an example
– Appendix A), and their suitability will be studied.

JSON Payloads
The JSON payloads produced by this ontology will be some kind similar to the following example:
{
“Service ID”: Integer,
“Root”: [
“Gateway”: Integer,
“Source”: Integer,
]
“Nodes”: [
{
“Safety”: Boolean,
“Timestamp”: epoch,
“HunderdthsTime”: Integer,
“Sensors-Actuators”: [{
“SensorId”: Integer,
“Timestamp”: epoch,
“TimeAccuracy”: Integer,
“Resources”: {
“resource-id”: value*
G A H2020 – 730617
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}
}]
“CRC”: Integer
}
],
“CRC”: Integer
}

Fig. 2 Example of JSON payload
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8 Interfaces of the data model for application
In this chapter, the definition of interfaces in on-board wireless communication backbone nodes
and gateways for processing and integrating CMS data is presented.
The High-Level Architecture presented in D3.2 lead us to a first approach. This HLA is shown in the
following figure:

Fig. 3: HLA description
In the following sub-chapters, the interfaces between the WSN Coordinator and the Data
Aggregation service, which will act as a Communication Middleware (CMW) and will be called
CMW from now on, and between the Data Aggregation Service/CMW to the Cargo Monitoring
System, will be defined. As part of the wOBU system, The CMW manages the common services
integrated on the wOBU.

WSN Coordinator to CMW Interface
In this subchapter, the interface between the WSN Coordinator and the CMW will be explained.
First of all, a high-level interface description is provided in order to introduce the physical
representation of the parts involved. After that, inputs received for each component are
explained. Finally, the technical definition of the interface is presented.
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High-Level Interface description
For this particular interface definition, the CMW will act as the MQTT broker. As shown in ¡Error!
No se encuentra el origen de la referencia. below, this interface connects the CMW (which merely
acts as MQTT broker) to the WSN coordinator (which aggregates all the WSN’s traffic).

Fig. 4: WSN Coordinator to CMW interface representation

In this section, a specific description of this interface will be given. This description is consistent
with the fact that no electric/magnetic/transmission constraints can be found inside the
locomotive (where the two devices will be located). It is also based on the correct functioning of
the surrounding systems (WSN, EVC, SIP, power supply, etc.).

Inputs
This section will detail what inputs might be received for each component using the interface
described above.

8.1.2.1

Inputs expected by the CMW

The MQTT broker expects a data packet from the WSN coordinator every 0.25s maximum. This
period has been chosen to also comply with the 0.5s of the overall system delay.
The MQTT broker will expect an MQTT packet to arrive in the previously calculated time which
must follow the structure convened on in chapter 7 of this deliverable. For this specific case, the
data model consists of a JSON + IPSO.
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8.1.2.2

Inputs expected by the WSN Coordinator

The WSN coordinator, to account for the possibility of sending the data on request, must accept
MQTT packages.
From here three inputs are extracted:




An asynchronous input to request the logistics data required at any given time.
Logistics Data, both synchronous and asynchronous, to be sent to the actuators.
A hard reset of the overall WSN infrastructure.

Detailed technical interface definition
Technical details of each OSI level will be provided in this section. For each level, a justification for
the use of protocols and technologies is presented.

8.1.3.1

OSI level 1 interface definition

The hardware to be deployed as a connector for the interface must be an M12 encoded Ethernet
cable. This election results from the analysis of the standards and norms applied to the railway
domain in CENELEC EN 50155 (6) and CENELEC EN 61373 (13). From these two documents, the
following requirements can be derived for the physical interface:



The connector must be able to endure 1.01 m/s2 vertical, 0.45 m/s2 transversal and 0.7
m/s2 longitudinal vibrations since it will be placed inside the locomotive
The connector must be able to endure 30 m/s2 vertical, 30 m/s2 transversal and 50 m/s2
longitudinal for 18 shocks (three positives and three negatives in each orthogonal axle)
since it will be placed on top of the locomotive.

8.1.3.2

OSI level 2 interface definition

The IEEE 802.3 ethernet protocol will be used at the link level communications since it is currently
the de facto standard in the industry. However, this standard does not allow any security measures
to be applied.
This layer will include an overhead size of 26 bytes.

8.1.3.3

OSI level 3 interface definition

IPv6 (14) has been chosen as the protocol for network layer communications. The use of IPv6
allows for possible connections towards the Internet in the future. Additionally, IPv6’s
implementation of the IPsec functionality in every connection increases the overall security of the
system. Moreover, IPv4 is still chosen, besides IPv6, to comply with the current IPv4 (15)
requirements as it is widely deployed.
This layer will include an overhead size of 40 bytes IPv6 headers and 16 bytes for the IPsec headers.
The layer of the IPv4 header is 20 bytes and the 16 bytes for the IPsec header. The IPv6 header
requires more bytes, so in consequence it is chosen in this OSI level 3 as it is more restrictive.
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8.1.3.4

OSI level 4 interface definition

TCP (16) has been chosen as the transport layer communications protocol to comply with the level
5 and 7, and the MQTT protocol has been developed to best perform over TCP. The TLS protocol
has also been included in this layer for extra security, as is recommended by the MQTT standard
(17) itself.
This layer will include an overhead size of 20 bytes for the TCP headers and 28 bytes for the TLS
headers.

8.1.3.5

OSI levels 5 and 7 interface definition

The Message Queuing Telemetry Transport (MQTT) is the interface’s session and application
protocol since it implements functionalities of both layers. It has been chosen due to its high
penetration in the industry concerning IoT networks. In this case, once the connection is
established, the interface will be used to exchange “publish messages”. These messages are
defined in the MQTT specification (18) and are comprised of this type of messages:


The publish message is composed of a header and a payload. In the payload, the routing
key is the first value, which in this case will be 001/000/000/CRC. In summary, the publish
message structure will be:

bit
Byte 1
Byte 2
Len
MSB
Len
LSB
‘a’
‘/’
‘b’
ID MSB
ID LSB

7

6

4

0

5
Message type
0
1

3

2

0

0

0

DUP
1
0
0
Remaining length
0
0
0

0

0

0

0

0

0
0
0
0
0

1
0
1
0
0

1
1
1
0
0

0
0
0
0
0

0
1
0
0
1

1
QoS level
1

0
RETAIN
0

0

0

0

1

1

0
1
0
0
0

0
1
1
0
1

1
1
0
0
0

Table 8: MQTT publish message header

8.1.3.6

OSI level 6 interface definition

Regarding the presentation layer, due to a varied range of WSNs that must be allowed to access
the system, the JSON serializing language has been decided as the data representation model. In
addition, using JSON as the message structure that both the MQTT nodes and broker exchange
becomes necessary because the MQTT protocol does not implement a functional presentation
layer by default.
Furthermore, the IPSO model is used to reference the high-level APIs of this interface. IPSO
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provides a typical design pattern (an object model) to ensure high-level interoperability between
Smart Object devices and connected software applications on other devices and services.
Objects and resources are represented with three IDs: the Object Type ID, the Object Instance ID,
and the Resource Type ID. More precisely, the structure consists of three unsigned 16-bit integers
separated by the forward slash character <'/'>:
<object ID>/<object instance ID>/<resource ID>

An example of a temperature sensor representation would be:
3303/0/5700
Where ‘3300’ identifies the sensor as a temperature sensor, ‘0’ identifies this as the temperature
sensor labeled ‘0’ in the WSN, and ‘5700’ identifies the resource is having either the current value
or the most recent reading available in the sensor.
Therefore, the usage of this system adds an overhead of 6 bytes (2 bytes for each ID) per resource
specified by every sensor in the WSN to the effective payload.

Summary
Contents of this section are summarized in the following chart quantifying all the communication
stack’s headers and overheads:
Level

Protocol

Level 1

M12 / RJ45 encoded
Ethernet
Level 2
IEEE802.3 Ethernet
Level 3
IPv6 + IPsec
Level 4
TCP + TLS
Level 5 and 7 MQTT
Level 6
JSON + IPSO model

Size (bytes)
0
26
40 + 16
20 + 28
9-127 / 4
Variable payload + 6 x
number of sensors x
number of resources of
each sensor

Table 9: CMW to WSN coordinator interface protocol header summary

CMW to CMS Interface
In this subchapter, the interface between the CMW and the CMS will be explained. First of all, a
high-level interface description is provided in order to introduce the physical representation of the
parts involved. After that, inputs received for each component are explained. Finally, the technical
definition of the interface is presented.
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High-Level Interface description
In this interface definition allocated in the business layer, the CMW is connected with the Cargo
Monitoring System, acting as an AMQP broker. Figure 5 shows how the interface connects the
CMW to the Cargo Monitoring System (CMS).

Fig. 5: CMW to CMS interface representation
In this section, a specific description of this interface will be given. This description is consistent
with the fact that no electric/magnetic/transmission constraints can be found inside the
locomotive. It is also based on the correct functioning of the surrounding systems (WSN, EVC, SIP,
power supply, etc.).

Inputs
This section will detail what inputs might be received for each component using the interface
described above.

8.2.2.1

Inputs expected by the CMW

The CMW will be waiting a request or a data package from the CMS acting as AMQP client will be
expecting a data packet from the CMW, which must follow the structure specified in Chapter 7 of
this deliverable. In this case, the data model consists of a JSON + IPSO.

8.2.2.2

Inputs expected by the Cloud

The CMS as AMQP broker will be expecting a data packet from the CMW, which must follow the
structure specified in Chapter 7 of this deliverable. In this case, the data model also consists of a
JSON + IPSO.
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Detailed technical interface definition
Technical details of each OSI level will be provided in this section. For each level, a justification for
the use of protocols and technologies is presented.

8.2.3.1

OSI level 1 interface definition

The hardware to be deployed as a connector for the interface must be an M12 encoded Ethernet
cable. This election results from the analysis of the standards and norms applied to the railway
domain in CENELEC EN 50155 (6) and CENELEC EN 61373 (13). From these two documents, the
following requirements can be derived for the physical interface:



The connector must be able to endure 1.01 m/s2 vertical, 0.45 m/s2 transversal and 0.7
m/s2 longitudinal vibrations since it will be placed inside the locomotive
The connector must be able to endure 30 m/s2 vertical, 30 m/s2 transversal and 50 m/s2
longitudinal for 18 shocks (three positives and three negatives in each orthogonal axle)
since it will be placed on top of the locomotive.

8.2.3.2

OSI level 2 interface definition

The IEEE 802.3 ethernet protocol will be used at the link level communications since it is currently
the de facto standard in the industry. However, this standard does not allow any security measures
to be applied.
This layer will include an overhead size of 26 bytes.

8.2.3.3

OSI level 3 interface definition

IPv6 (14) has been chosen as the protocol for network layer communications. The use of IPv6
allows for possible connections towards the Internet in the future. Additionally, IPv6’s
implementation of the IPsec functionality in every connection increases the overall security of the
system.
Moreover, IPv4 is still chosen, besides IPv6, to comply with the current IPv4 (15) requirements as
it is widely deployed.
This layer will include an overhead size of 40 bytes IPv6 headers and 16 bytes for the IPsec headers.
The layer of the IPv4 header is 20 bytes and the 16 bytes for the IPsec header. The IPv6 header
requires more bytes, so in consequence it is chosen in this OSI level 3 as it is more restrictive.

8.2.3.4

OSI level 4 interface definition

TCP has been chosen as the transport layer communications protocol to comply with the level 5
and 7 protocol (AMQP has been developed to best perform over TCP). Furthermore, AMQP has inbuilt support for TLS, which includes an extra layer of security.
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This layer will include an overhead size of 20 bytes for the TCP headers and 28 bytes for the TLS
headers.

8.2.3.5

OSI levels 5 and 7 interface definition

The AMQP is the interface’s session and application protocol since it implements functionalities of
both layers. It has been chosen due to its high penetration in the industry concerning IoT networks.
In this case, once the connection is established, the interface will be used to exchange “publish
messages”.
Below is shown the general format of the AMQP frame:

Fig. 6: AMQP publish message header

8.2.3.6

OSI level 6 interface definition

For this interface, data is represented using the JSON serializing language. Also, using JSON as the
message structure that both the producer and broker exchange becomes necessary because the
MQTT protocol does not implement a functional presentation layer by default.
Furthermore, the IPSO model is used to reference the high-level APIs of this interface. IPSO
provides a common design pattern (an object model) to provide high-level interoperability
between Smart Object devices and connected software applications on other devices and services.

Summary
Contents of this section are summarized in the following chart quantifying all the communication
stack’s headers and overheads:
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Level
Level 1

Protocol

M12 / RJ45 encoded
Ethernet
Level 2
IEEE802.3 Ethernet
Level 3
IPv6 + IPsec
Level 4
TCP + TLS
Level 5 and 7 AMQP
Level 6
JSON + IPSO model

Size (bytes)
0
26
40 + 16
20 + 28
8 + variable payload
Variable payload + 6 x
number of sensors x
number of resources of
each sensor

Table 10: CMW to Cloud coordinator interface protocol header summary
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9 Conclusions
In WP3 of the FR8RAIL project, the wOBU is defined as the transponder that allocates and
concentrates current and futures services such as Cargo Monitoring System. Cargo Monitoring
System interface must be specified using a data model.
To specify such data model, a data ontology has been defined from the DEWI and SCOTT projects
works, the last one led by INDRA. The data ontology used in FR8RAIL is fully compliant with ISO/IEC
and AIOTI rules and standards, which give consistency to the data model specification.
The data model is based on IPSO objects to define the data provided by the sensors installed along
the composition. MQTT Topics will be used to transmit the data due to the use of topics, in which
senders and receivers must be subscribed to a common topic to be able to communicate.
For defining the message structure, the selected file format for non-safety purposes (for example,
Logistics and Maintenance of the Cargo) is JSON, due to several advantages such as its low
complexity and its low use of resources for data transmission.
Furthermore, in this deliverable, two important interfaces which concern the CMS have been
described. The first one is the interface between the WSN Coordinator and the Communication
Middleware (CMW), which is part of the wOBU, which sets the basis for the sending of the
processed data gathered in the different WSN to the shared services layer. This interface allows to
transmit the Cargo information to the CMW, which acts as a broker, and in turn, the CMW sends
this data to the CMS service through the second defined interface, the CMW to CMS interface.
To sum up, this deliverable provides a more specific definition of the data model which have to be
fully compliant with the works performed in IP5 and have to be taken into account to build a
canonical data model for freight services.
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Appendix A.

CBOR Jump Table

Byte

0x00..0x17
0x18
0x19
0x1a
0x1b
0x20..0x37
0x38
0x39
0x3a
0x3b
0x40..0x57
0x58
0x59
0x5a
0x5b
0x5f
0x60..0x77
0x78
0x79
0x7a
0x7b
0x7f
0x80..0x97
0x98
0x99
0x9a
0x9b
0x9f
0xB1..bf
0xc0
0xc1
0xc2
0xc3
0xc4
0xc5
0xc6..0xd4
0xd5..0xd7
0xd8..0xdb
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Structure/Semantics
Integer 0x00..0x17 (0..23)
Unsigned integer (one-byte uint8_t follows)
Unsigned integer (two-byte uint16_t follows)
Unsigned integer (four-byte uint32_t follows)
Unsigned integer (eight-byte uint64_t follows
Negative integer -1-0x00..-1-0x17 (-1..-24)
Negative integer -1-n (one-byte uint8_t for n
Negative integer -1-n (two-byte uint16_t for
Negative integer -1-n (four-byte uint32_t for
Negative integer -1-n (eight-byte uint64_t fo
byte string (0x00..0x17 bytes follow)
byte string (one-byte uint8_t for n, and then
byte string (two-byte uint16_t for n, and the
byte string (four-byte uint32_t for n, and th
byte string (eight-byte uint64_t for n, and
byte string, byte strings follow, terminated
UTF-8 string (0x00..0x17 bytes follow)
UTF-8 string (one-byte uint8_t for n, and the
UTF-8 string (two-byte uint16_t for n, and th
UTF-8 string (four-byte uint32_t for n, and
UTF-8 string (eight-byte uint64_t for n, and
UTF-8 string, UTF-8 strings follow, terminate
array (0x00..0x17 data items follow)
array (one-byte uint8_t for n, and then n dat
array (two-byte uint16_t for n, and then n da
array (four-byte uint32_t for n, and then n
array (eight-byte uint64_t for n, and then n
array, data items follow, terminated by "brea
map, pairs of data items follow, terminated b
Text-based date/time (data item follows; see
Epoch-based date/time (data item follows; see
Positive bignum (data item "byte string"
Negative bignum (data item "byte string"
Decimal Fraction (data item "array" follows;
Bigfloat (data item "array" follows; see
(tagged item)
Expected Conversion (data item follows; see
(more tagged items, 1/2/4/8 bytes and then a
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0xe0..0xf3
0xf4
0xf5
0xf6
0xf7
0xf8
0xf9
0xfa
0xfb
0xff

G A H2020 – 730617

(simple value)
False
True
Null
Undefined
(simple value, one byte follows)
Half-Precision Float (two-byte IEEE 754)
Single-Precision Float (four-byte IEEE 754)
Double-Precision Float (eight-byte IEEE 754)
"break" stop code
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Appendix B.

Formal Ontology Definition

This work was conducted using the Protégé resource, which is supported by grant GM10331601
from the National Institute of General Medical Sciences of the United States National Institutes of
Health.
<?xml version="1.0"?>
<Ontology xmlns="http://www.w3.org/2002/07/owl#"
xml:base="https://scottproject.eu/ontologies/Rail"
xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"
xmlns:xml="http://www.w3.org/XML/1998/namespace"
xmlns:xsd="http://www.w3.org/2001/XMLSchema#"
xmlns:rdfs="http://www.w3.org/2000/01/rdf-schema#"
ontologyIRI="https://scottproject.eu/ontologies/Rail">
<Prefix name="" IRI="https://scottproject.eu/ontologies/Rail"/>
<Prefix name="owl" IRI="http://www.w3.org/2002/07/owl#"/>
<Prefix name="rdf" IRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#"/>
<Prefix name="xml" IRI="http://www.w3.org/XML/1998/namespace"/>
<Prefix name="xsd" IRI="http://www.w3.org/2001/XMLSchema#"/>
<Prefix name="rdfs" IRI="http://www.w3.org/2000/01/rdf-schema#"/>
<Declaration>
<AnnotationProperty IRI="#example"/>
</Declaration>
<Declaration>
<Class IRI="#Sensor"/>
</Declaration>
<Declaration>
<ObjectProperty IRI="#hasData"/>
</Declaration>
<Declaration>
<Class IRI="#Node"/>
</Declaration>
<Declaration>
<Class IRI="#Proximity"/>
</Declaration>
<Declaration>
<Class IRI="#Acceleration"/>
</Declaration>
<Declaration>
<ObjectProperty IRI="#hasMeasurement"/>
</Declaration>
<Declaration>
<Class IRI="#ServiceId"/>
</Declaration>
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<Declaration>
<ObjectProperty IRI="#hasUnit"/>
</Declaration>
<Declaration>
<Class IRI="#Source"/>
</Declaration>
<Declaration>
<Class IRI="#Measurement"/>
</Declaration>
<Declaration>
<ObjectProperty IRI="#hasResource"/>
</Declaration>
<Declaration>
<Class IRI="#CRC"/>
</Declaration>
<Declaration>
<Class IRI="#Sensor-Actuator"/>
</Declaration>
<Declaration>
<AnnotationProperty IRI="#definition"/>
</Declaration>
<Declaration>
<Class IRI="#Wagon"/>
</Declaration>
<Declaration>
<DataProperty IRI="#hasType"/>
</Declaration>
<Declaration>
<Class IRI="#Service"/>
</Declaration>
<Declaration>
<Class IRI="#CRCUnit"/>
</Declaration>
<Declaration>
<Class IRI="#Unit"/>
</Declaration>
<Declaration>
<Class IRI="#TimeStampUnit"/>
</Declaration>
<Declaration>
<ObjectProperty IRI="#hasSensor"/>
</Declaration>
<Declaration>
<ObjectProperty IRI="#hasNode"/>
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</Declaration>
<Declaration>
<Class IRI="#MeasurementId"/>
</Declaration>
<Declaration>
<Class IRI="#Resouce"/>
</Declaration>
<Declaration>
<Class IRI="#SensorId"/>
</Declaration>
<Declaration>
<Class IRI="#TimeAccuracyUnit"/>
</Declaration>
<Declaration>
<Class IRI="#TimeStamp"/>
</Declaration>
<Declaration>
<Class IRI="#SafetyNode"/>
</Declaration>
<Declaration>
<Class IRI="#Position"/>
</Declaration>
<Declaration>
<DataProperty IRI="#hasField"/>
</Declaration>
<Declaration>
<Class IRI="#TimeAccuracy"/>
</Declaration>
<EquivalentClasses>
<Class IRI="#Acceleration"/>
<DataExactCardinality cardinality="1">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:float"/>
</DataExactCardinality>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#CRC"/>
<DataExactCardinality cardinality="1">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:hexBinary"/>
</DataExactCardinality>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#MeasurementId"/>
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<DataAllValuesFrom>
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:unsignedInt"/>
</DataAllValuesFrom>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#Position"/>
<DataExactCardinality cardinality="1">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:float"/>
</DataExactCardinality>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#Proximity"/>
<DataExactCardinality cardinality="1">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:float"/>
</DataExactCardinality>
</EquivalentClasses>
<EquivalentClasses>
<Annotation>
<AnnotationProperty abbreviatedIRI="rdfs:comment"/>
<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#PlainLiteral">Defines
the type of the thing
1: Sensor
0: Actuator</Literal>
</Annotation>
<Class IRI="#Sensor"/>
<DataExactCardinality cardinality="1">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:boolean"/>
</DataExactCardinality>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#SensorId"/>
<DataAllValuesFrom>
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:unsignedInt"/>
</DataAllValuesFrom>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#ServiceId"/>
<DataAllValuesFrom>
<DataProperty IRI="#hasType"/>
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<Datatype abbreviatedIRI="xsd:unsignedInt"/>
</DataAllValuesFrom>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#Source"/>
<DataAllValuesFrom>
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:unsignedInt"/>
</DataAllValuesFrom>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#TimeAccuracy"/>
<DataExactCardinality cardinality="1">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:int"/>
</DataExactCardinality>
</EquivalentClasses>
<EquivalentClasses>
<Class IRI="#TimeStamp"/>
<DataExactCardinality cardinality="1">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:dateTimeStamp"/>
</DataExactCardinality>
</EquivalentClasses>
<EquivalentClasses>
<Annotation>
<AnnotationProperty abbreviatedIRI="rdfs:comment"/>
<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#PlainLiteral">Dupla
composed of:
- Label (nature of the data)
- Data (data itself)</Literal>
</Annotation>
<Class IRI="#Wagon"/>
<DataExactCardinality cardinality="2">
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:string"/>
</DataExactCardinality>
</EquivalentClasses>
<SubClassOf>
<Class IRI="#Acceleration"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#CRC"/>
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<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#CRC"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasUnit"/>
<Class IRI="#CRCUnit"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#CRCUnit"/>
<Class IRI="#Unit"/>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#PlainLiteral">IPSO
code for the property</Literal>
</Annotation>
<Class IRI="#Measurement"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#MeasurementId"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">The relation to the unit setting the scale</Literal>
</Annotation>
<Class IRI="#Measurement"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasUnit"/>
<Class IRI="#Unit"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#MeasurementId"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty abbreviatedIRI="rdfs:comment"/>
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<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#PlainLiteral">This
field introduce extra precision to the measurement</Literal>
</Annotation>
<Class IRI="#Node"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#TimeAccuracy"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">This timestamp will set the sending point in time of the gathered
information</Literal>
</Annotation>
<Class IRI="#Node"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#TimeStamp"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Array of sensors/actuators connected to the node</Literal>
</Annotation>
<Annotation>
<AnnotationProperty IRI="#example"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">In the case of TI will be the list of sensors deployed in each node to prove the TI,
in other cases it may be just one node</Literal>
</Annotation>
<Class IRI="#Node"/>
<ObjectMinCardinality cardinality="1">
<ObjectProperty IRI="#hasSensor"/>
<Class IRI="#Sensor-Actuator"/>
</ObjectMinCardinality>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#PlainLiteral">Safety
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field, stablishses the safety status of this node.</Literal>
</Annotation>
<Class IRI="#Node"/>
<DataAllValuesFrom>
<DataProperty IRI="#hasField"/>
<Datatype abbreviatedIRI="xsd:boolean"/>
</DataAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#Position"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#Proximity"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#Resouce"/>
<ObjectMinCardinality cardinality="1">
<ObjectProperty IRI="#hasMeasurement"/>
<Class IRI="#Measurement"/>
</ObjectMinCardinality>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">This is only a small division of nodes related with operation critical
services</Literal>
</Annotation>
<Class IRI="#SafetyNode"/>
<Class IRI="#Node"/>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">For data integrity a CRC must be included to protect the Data sent</Literal>
</Annotation>
<Class IRI="#SafetyNode"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#CRC"/>
</ObjectAllValuesFrom>
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</SubClassOf>
<SubClassOf>
<Class IRI="#Sensor"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">SensorId relating to the IPSO object model</Literal>
</Annotation>
<Class IRI="#Sensor-Actuator"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#SensorId"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty abbreviatedIRI="rdfs:comment"/>
<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#PlainLiteral">This
field introduce extra precision to the measurement</Literal>
</Annotation>
<Class IRI="#Sensor-Actuator"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#TimeAccuracy"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty abbreviatedIRI="rdfs:comment"/>
<Literal datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntax-ns#PlainLiteral">This
field introduce extra precision to the measurement</Literal>
</Annotation>
<Class IRI="#Sensor-Actuator"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#TimeStamp"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
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<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Array of resources detailed according to the IPSO model</Literal>
</Annotation>
<Annotation>
<AnnotationProperty IRI="#example"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">3336(Location) hasResource 5518 (latitud) = 37.587</Literal>
</Annotation>
<Class IRI="#Sensor-Actuator"/>
<ObjectMinCardinality cardinality="1">
<ObjectProperty IRI="#hasResource"/>
<Class IRI="#Resouce"/>
</ObjectMinCardinality>
</SubClassOf>
<SubClassOf>
<Class IRI="#SensorId"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">A CRC is included for every service layer packet. This will enable the security of
the services.</Literal>
</Annotation>
<Class IRI="#Service"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#CRC"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#Service"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasData"/>
<Class IRI="#ServiceId"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Array of nodes concerning the service</Literal>
</Annotation>
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<Annotation>
<AnnotationProperty IRI="#example"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">In the case of TI there will be a list of nodes deployed along a compostion, in
other cases it may be just one node</Literal>
</Annotation>
<Class IRI="#Service"/>
<ObjectMinCardinality cardinality="1">
<ObjectProperty IRI="#hasNode"/>
<Class IRI="#Node"/>
</ObjectMinCardinality>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">2x1 Array of source addreses of the WSN coordinator and the GW.</Literal>
</Annotation>
<Class IRI="#Service"/>
<ObjectExactCardinality cardinality="2">
<ObjectProperty IRI="#hasData"/>
<Class IRI="#Source"/>
</ObjectExactCardinality>
</SubClassOf>
<SubClassOf>
<Class IRI="#ServiceId"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#Source"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#TimeAccuracy"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#TimeAccuracy"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasUnit"/>
<Class IRI="#TimeAccuracyUnit"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
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<Class IRI="#TimeAccuracyUnit"/>
<Class IRI="#Unit"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#TimeStamp"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<SubClassOf>
<Class IRI="#TimeStamp"/>
<ObjectAllValuesFrom>
<ObjectProperty IRI="#hasUnit"/>
<Class IRI="#TimeStampUnit"/>
</ObjectAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#TimeStampUnit"/>
<Class IRI="#Unit"/>
</SubClassOf>
<SubClassOf>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">String containing the value of the units</Literal>
</Annotation>
<Class IRI="#Unit"/>
<DataAllValuesFrom>
<DataProperty IRI="#hasType"/>
<Datatype abbreviatedIRI="xsd:int"/>
</DataAllValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#Wagon"/>
<Class IRI="#Measurement"/>
</SubClassOf>
<DisjointClasses>
<Class IRI="#Acceleration"/>
<Class IRI="#Position"/>
<Class IRI="#Proximity"/>
</DisjointClasses>
<DisjointClasses>
<Class IRI="#CRC"/>
<Class IRI="#TimeStamp"/>
</DisjointClasses>
<AnnotationAssertion>
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<AnnotationProperty abbreviatedIRI="rdfs:isDefinedBy"/>
<IRI>#Acceleration</IRI>
<Literal
datatypeIRI="http://www.w3.org/2001/XMLSchema#anyURI">https://github.com/IPSOAlliance/pub/blob/master/reg/xml/3313.xml</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#CRCUnit</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">String saying the CRC type. This field identifies the CRC&apos;s
version.</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#CRCUnit</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">CRC16
CRC32
SHA1</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#Measurement</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Value obtained from a measurement of the real world. This value is obtained by
a sensor and has a unit related to it.
In most of the cases, the unit is included from the IPSO definition of the measurement.</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#Measurement</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Temperature measurement:
5700 (Value)=39.16
5701 (Unit)=&quot;Degree&quot;</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#Node</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">IoT device in charge of communicating the data gathered by the sensors to the
coordinator/GW</Literal>
</AnnotationAssertion>
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<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#Node</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Logistics Node:
Safety=False
Timestamp=536220230
TimeAccuracy=143567890
Sensors-Actuators=[...]</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">For GPS locations</Literal>
</Annotation>
<AnnotationProperty abbreviatedIRI="rdfs:isDefinedBy"/>
<IRI>#Position</IRI>
<Literal
datatypeIRI="http://www.w3.org/2001/XMLSchema#anyURI">https://github.com/IPSOAlliance/pub/blob/master/reg/xml/3336.xml</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<Annotation>
<AnnotationProperty IRI="#definition"/>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">For logical positioning in consist</Literal>
</Annotation>
<AnnotationProperty abbreviatedIRI="rdfs:isDefinedBy"/>
<IRI>#Position</IRI>
<Literal
datatypeIRI="http://www.w3.org/2001/XMLSchema#anyURI">https://github.com/IPSOAlliance/pub/blob/master/reg/xml/3337.xml</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty abbreviatedIRI="rdfs:isDefinedBy"/>
<IRI>#Proximity</IRI>
<Literal
datatypeIRI="http://www.w3.org/2001/XMLSchema#anyURI">https://github.com/IPSOAlliance/pub/blob/master/reg/xml/3330.xml</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#Resouce</IRI>
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<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Array of measurements performed by a sensor. It can combine different
measurements performed by the same sensor.</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#Resouce</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Random Data:
Measurement=[...]</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#SafetyNode</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Nodes related with operation critical services</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#SafetyNode</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Train integrity Node:
Safety=True
Timestamp=2010/31/04 16:34:21
Sensors-Actuators=[...]
CRC=1563b5c</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#Sensor-Actuator</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Class defining the sensors and actuators. It collects the information gathered
from the real world.</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#Sensor-Actuator</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Temperature Sensor:
SensorId=3303
Timestamp=536220230
TimeAccuracy=143567890
Resources=[...]</Literal>
</AnnotationAssertion>
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<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#Service</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Outer layer of the data packaging. It describes the complete service that will be
sent in the following frames. This level of packaging will be performed in the coordinator of the
WSN or the GW.</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#Service</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">Train Integrity Service:
ServiceId=3000
Source=[57500, 600000]
Nodes=[...]
CRC=56a3d6f</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#TimeAccuracyUnit</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">String with the unit used for measuring the time accuracy</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#TimeAccuracyUnit</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">nanoseg</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#definition"/>
<IRI>#TimeStampUnit</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">String with the unit used for measuring the time</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty IRI="#example"/>
<IRI>#TimeStampUnit</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">NIX
UTC</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
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<AnnotationProperty IRI="#definition"/>
<IRI>#Unit</IRI>
<Literal xml:lang="en" datatypeIRI="http://www.w3.org/1999/02/22-rdf-syntaxns#PlainLiteral">String containing the unit of the measurements. This unit sets the scale to
address the measurements. Many of the measurements include the unit in the definition of the
measurment type in the IPSO model</Literal>
</AnnotationAssertion>
<AnnotationAssertion>
<AnnotationProperty abbreviatedIRI="rdfs:comment"/>
<AnonymousIndividual nodeID="_:genid1"/>
<AbbreviatedIRI>xsd:unsignedInt</AbbreviatedIRI>
</AnnotationAssertion>
</Ontology>
<!-- Generated by the OWL API (version 4.2.8.20170104-2310) https://github.com/owlcs/owlapi
-->
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Appendix C.

wOBU/WSN Coordinator to CMW Interface payloads

C.1. Cargo Logistics
C.1.1.

Start Logistics Data Request

The CMW, in order to prepare for data provision to the business layer, send an asynchronous
request for gathering data from the wOBU/WSN Coordinator. To this end, the broker must register
a message with the following payload:
{
“Service ID”: number,
“Root”: {
“Gateway”: number,
“Source”: number
},
“Nodes”: [
{
“Safety”: true,
“Timestamp”: 1536230222,
“TimeAccuracy”: 143567890,
“Sensors-Actuators”: [{
“SensorId”: 3306,
“Timestamp”: 1536230225,
“TimeAccuracy”: 143567890,
“Resources”: {
“5850”: true,
“5750”: “Logistics Start Data Request”
}
}
],
“CRC”: 24475125
}
],
“CRC”: 24212789
}

C.1.2.

Logistics WSN Data transmission

In this section, the Logistics Data Transmission payload is presented. Table 25 shows the payload
produced by the wOBU/WSN Coordinator with the data gathered by the Logistics WSN along the
composition. The information from the WSN Coordinator is sent synchronously, according to the
time established in the interface definition.
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{
“Service ID”: number,
“Root”: {
“Gateway”: number,
“Source”: number
},
“Nodes”: [
{
“Safety”: false,
“Timestamp”: 1536230450,
“TimeAccuracy”: 143567890,
“Sensors-Actuators”: [{
“SensorId”: 3300,
“Timestamp”: 1536220450,
“TimeAccuracy”: 143567890,
“Resources”: {
“5700”: Float,
“5603”: Float,
“5604”: Float,
“5701”: String,
“5605”: String,
“5750”: String,
“5751”: String
}
},{
“SensorId”: 3300,
“Timestamp”: 1536220450,
“TimeAccuracy”: 143567890,
“Resources”: {
“5700”: Float,
“5603”: Float,
“5604”: Float,
“5701”: String,
“5605”: String,
“5750”: “Rolling Stock Identification”,
“5751”: String
}
},{
“SensorId”: 3303,
“Timestamp”: 1536220450,
“TimeAccuracy”: 143567890,
“Resources”: {
“5700”: Float,
“5603”: Float,
“5604”: Float,
“5701”: “Cel”,
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“5605”: String
}
},{
“SensorId”: 3304,
“Timestamp”: 1536220450,
“TimeAccuracy”: 143567890,
“Resources”: {
“5700”: Float,
“5603”: Float,
“5604”: Float,
“5701”: String,
“5605”: String
}
},{
“SensorId”: 3322,
“Timestamp”: 1536220450,
“TimeAccuracy”: 143567890,
“Resources”: {
“5700”: Float,
“5603”: Float,
“5604”: Float,
“5701”: “Pa”,
“5605”: String,
“5821”: String,
“5750”: String
}
},{
“SensorId”: 3323,
“Timestamp”: 1536220450,
“TimeAccuracy”: 143567890,
“Resources”: {
“5700”: Float,
“5603”: Float,
“5604”: Float,
“5701”: String,
“5605”: String,
“5821”: String,
“5750”: String
}
}
],
“CRC”: 24475125
}
],
“CRC”: 24474743
}
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C.1.3.

Stop Logistics Data Request

When no more WSN data in needed, the CMW sends an asynchronous request for stop gathering
data. To this end, the broker must register a message with the following payload:
{
“Service ID”: number,
“Root”: {
“Gateway”: number,
“Source”: number
},
“Nodes”: [
{
“Safety”: true,
“Timestamp”: 1536230222,
“TimeAccuracy”: 143567890,
“Sensors-Actuators”: [{
“SensorId”: 3306,
“Timestamp”: 1536230225,
“TimeAccuracy”: 143567890,
“Resources”: {
“5850”: true,
“5750”: “Logistics Stop Data Request”
}
}
],
“CRC”: 24475125
}
],
“CRC”: 24212789
}

C.1.4.

Stop Logistics Data Confirmation

In the following payload, the WSN Coordinator send to the CMW the Stop Publishing Data
Confirmation.
{
“Service ID”: number,
“Root”: {
“Gateway”: number,
“Source”: number
},
“Nodes”: [
{
“Safety”: true,
“Timestamp”: 1536230820,
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“TimeAccuracy”: 143567890,
“Sensors-Actuators”: [{
“SensorId”: 3306,
“Timestamp”: 1536230220,
“TimeAccuracy”: 143567890,
“Resources”: {
“5850”: false,
“5750”: “Stop Maintenance Data Publication”
}
}
],
“CRC”: 14590651
}
],
“CRC”: 14328491
}
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