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Executive Summary

Task 4.1 is focused on the analysis of the activities and currently employs workflows related to the railway
assets management, with the goal of identifying the most promising ones that can greatly benefits from
the adoption of Distributed Ledger Technologies (DLTs).

DLTs are becoming an interesting alternative to traditional information systems nowadays, even if they are
not yet fully mature, because of their nature of decentralised systems where no single user has full control
on all the information. The key features of DLTs indeed are:

e Immutability of the recorded data

e Governance is decentralised, reaching the point of “public governance” (each node count as one)
in case of public DLT systems

e No central infrastructure needed

e Complete transparency of the system

These key aspects make DLTs suitable to use in ecosystems where participants do not fully trust each other.
A DLT would indeed act as the technological base of a transparent and tamper-proof information system,
that could be audited by each participant giving them the assurance that everything is working as expected.
Moreover, a DLT system could implement “programmable logics” called “smart contracts”, to automatise
the execution of workflows and transactions while keeping all the key features listed previously.

However, not all the scenarios and use cases are suitable for the employment of a DLT. Some requirements,
explained better in the Chapter 2, must be satisfied to speculate that a DLT would be beneficial to a selected
use case. To summarise, it is important that a selected use case presents multiple actors that do not fully
trust each other.

Analysing the As-Is of asset management in the railway ecosystem (Chapter 3), four use cases have been
identified:

e Asset Maintenance
e Public Procurement
e Data Monetisation

e Train Path Allocation

Each of them has been analysed (Chapter 5) to better identify what would be the benefits and drawbacks
related to the employment of a DLT in their specific case, also considering some preliminary legal
considerations on the employment of DLTs and Smart Contracts (Chapter4)

RFI, an Infrastructure Manager (IM), being the main actor in the railways ecosystem, weighted the pros and
cons of each use case and decided that the Asset Maintenance one is the most promising at this time
(Chapter 6). In the following tasks of WP4, a working prototype will be developed and deployed in the asset
maintenance scenario.
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1 Introduction

The present document is the output of Task 4.1.

T4.1 had to deal with the identification and definition of data exchange scenarios in the railways asset
management and related use cases, selecting the most suitable one that will be used to drive the
requirements of the whole blockchain and smart contract architecture (the development of which will be
the goal of the following tasks of WP4). The scope of this task is the broadest and as general as possible,
taking into account currently existing processes and data exchange scenarios between the different parties
involved, but also trying to include future scenarios derived by vision and future directions of the whole
ecosystem. To accomplish this task at the widest level possible, T4.1 acted in collaboration with other
Shift2RAIL relevant recipients (IN2RAIL, In2SMART and In2STEMPO).

This document’s objectives are:

e Toidentify the advantages and benefits of DLT/smart contracts for operational efficiency, processes
and relationship management of actors involved in the data exchange;

e To define the specific business scenarios for railways ecosystem, emerging as relevant for the
application of DLT and smart contracts.

To achieve them, the document follows a structure that aims at explaining to the reader firstly what a
blockchain and its related technologies are, and what are the relevant processes inside the railways assets
management.

After a brief background overview, Chapter 2 explains at a high level the technological nature of blockchains
and Distributed Ledger Technologies (DLTs), listing and justifying the possible benefits that could derive
from their use.

The Chapter 3 will define the railways asset management procedures with relative actors and their roles.

Chapter 4 introduces the topic of what legal consequences could have the application of blockchain and
smart contracts inside the railways ecosystem (topic that will be deeply covered in Task and reported in D)

Finally, in Chapter 5 the identified use cases are described, explicating how the employment of a blockchain
may bring benefits to them.

The main results of this deliverable are: the identification of a set of use cases of potential interest for the
application of DLTs to the asset management in the railways ecosystem; and the selection of the use case
for the pilot implementation.

Regarding this last output, it is important to note that the final selection of the use case has been performed
by RFI (the Infrastructure Manager or IM) according to its internal business requirements.

Page 7
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1.1 Background

Distributed ledger and blockchain technology are rising as one of the most interesting field of research and
application in the field of Computer Science. They are recognised to have the potential to bring the
“paradigm” of “trust” for the Web, since their promise to cut off the “central authority” with a decentralised
distributed ledger [1].

This means in theory that in an ecosystem of many actors, that even do not know or trust each other, there
is no need any more for a central “authority” for exchanging “value” like money or assets properties.
Moreover, the fact that there is not a central authority, leads the “ecosystem” to be more resilient to
potential security attacks, since it is really inconvenient to “tamper” the ledger. Finally, the cost for
maintaining the “ecosystem” is spread among all nodes.

The potential applications are in almost any field of human activities, from private to public, from industrial
application to government, touching any kind of digital aspects of life. There are great expectations on their
potential to improve the efficiency, sustainability and automation of complex ecosystems like railways.
Nevertheless, there is presently a total lack for standards and the technology is stillimmature. The maturity
is not expected to be reached before 10 years [1] . Some of the most interesting fields of enterprise
applications are transport and supply chain. Since blockchain approaches have a strong impact on
relationship and management of the system, the technology maturity should be accompanied also with
advances and clarification in regulations and norms, especially about the compliances and liability.

In the following paragraphs the main aspects of DLT will be recalled, and the basics definitions of elements,
such as distributed ledger, blockchain, private and public blockchain, and smart contracts, will be given in
order to have a common reference for the scope of INR2DREAMS. An exhaustive study material can be
retrieved in references [2] [3] [4].

Page 8
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2 Distributed Ledger Technology/Blockchain Landscape

2.1 Overview

The distributed ledger technology landscape is composed by two families, i) the “public” one, like Bitcoin,
used when there is no permission required to take part to the network or ii) the “private” one when such a
permission is required. DLT main feature is to be able to cut off third parties in the exchange of trusted
data or assets. Moreover, if combined with smart contracts they can also execute logics in a distributed
rather than centralised way, giving to all the participants the possibility to audit the logic executions, making
its manipulation virtually impossible.

2.2 Blockchain and DLT

In Figure 1 the distinctions between the two families of DLT is shown, together with examples of real
implementations.

DLT

The chronolagical register
of fransaction data

(permissionless) (permissioned)
Public Private
Everybody is ableto access Nodes need a permission to
the DLT. access the network

Hyplerledger
Fabric

Bitcoin cryptocurrency platform Every kind of context

bitcoin ethereum Corda r3
The orignal protocol of the The original “smart contracts” Forfinancial use cases

Figure 1: This figure shows a possible classification of DLT and some examples

The term blockchain refers to the linked chain of all the transactions that happened since that particular
blockchain system is up and running. It can be seen as a kind of database.

In the first examples of blockchain based systems, this database is a chronologically ordered chain of blocks
in which each block is back-linked to the previous one. Blocks are data structures that contain a certain
number of verified transactions. It maintains a continuously growing list of transaction data records,
cryptographically secured from tampering:

e Transactions have to be validated by the nodes to be included in the “block”, the validation time is
the timestamp;

Page 9
IN2DR-T4.1-D-CFR-013-02 14/03/2018



IN2DREAMS G

Contract No. 777596

e On public blockchain systems, the database is replicated and maintained synchronised by design
on each full node of a network where all nodes are equal. Each full node thus have an identical copy
of the same ledger; on private blockchain systems instead not all the network nodes have a copy
of the ledger to preserve confidentiality, still ensuring that the database is replicated on more than
a node;

e The database is immutable since once the block is written, it is not possible to modify it;

e The database can be inspected by all peers in the network;

e The rules for approving and maintaining the ledger may differ. The “consensus layer” defines the
rulesets of a specific blockchain protocol, thus impacting the main features of a blockchain.

B Transaction is
Transaction is represented & validated if the B recives the money

ibricts .
aantine parties reach LCI
consensus

The block is broadcasted

A wants to make

Ny
. online to every party in the V] ¢ The block is added
tranaction to B

network for validation - A to the chain

Figure 2: Steps involved in transaction validation

Comparing traditional databases, based on RDBMS, with distributed ledgers, it is possible to spot some keys
differences listed in the following table:

Storage of data in central database Storage of data in multiple instances;
replicated across a network of peers

Single point of failure Maintenance is synchronised in the multiple
instances

Based on authentication, authorisation A consensus mechanism is needed to

and auditing; no guarantee of tampering guarantee fault tolerance; system

resistance. cryptographically secured from tampering

The data is stored in collection of tables The data are stored in a chronological

manner as a growing append-only list in
which each element points to the previous
one.

Table 1: Differences between RDMS and DLT
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The key benefits of DLTs are:

o To achieve tamperproof and trust between participants;

o Resilience to system failures;

. To have multiple copies kept synchronised “by design” by the blockchain protocol;

o To have a Consensus mechanism that replaces third parties and solves the Byzantine
problem [3].

There are different consensus algorithms with distinct characteristics; in every one of them every peer has
to process the transactions, to verify that transactions are valid according to some established criteria and
to assess the validity of blocks containing the transactions.

The consensus algorithm is a key component of a blockchain/DLT network. It sets the rules and the incentive
schemes that allow reaching consistency between copies of the blockchain held by every participating node.
There are algorithms based on the selection of a random leader that assembles blocks and validating peers
that digitally sign it; other algorithms, like proof of work, require computational power to solve a
cryptographic puzzle in order to commit transactions to a valid block.

2.3 Smart Contracts

The first preliminary ideas, that later evolved in the Smart contracts concept, originated in late '90s, when
blockchains did not exist yet. It was only with their debut that the first working implementation of a Smart
Contract based systemin 2015 - the Ethereum project — was visible. The idea behind smart contract is the
decoupling of the contract layer from the blockchain layer, where the ledger itself is used by smart contracts
to automatically trigger transactions when certain pre-defined conditions are met.

By decoupling the smart contract layer from the blockchain layer, blockchains like Ethereum aim at
providing a more flexible development environment than the Bitcoin blockchain.

These smart contracts are not "legal contracts ". They may have properties of contractual agreements, in
case they technologically implement commercial agreements, but should not be confused with legal
contracts. They are pieces of code running on top of a blockchain network, able to execute "if-then-else
logics' to enable the execution of "rules" (that may be derived from legal contracts obligations) to exchange
digital assets. (An introduction to this topic is presented in Chapter 4).

If and when the conditions pre-defined in the smart contract are fulfilled, the smart contract will auto
execute a transaction according to the defined arbitrary rules. Smart contracts aim at providing a
technological way to automatically enforce traditional contract law.

Let’s take a couple of examples to clarify what a smart contract is and how it works: a Smart contract could
be used to execute the term of a purchase contract between a supplier and a buyer to regulate the
procedures for the execution of the contract. The smart contract may contain a formal rule like “If buyer
receives product X by Time Y, then pay supplier 1000 OR if the product is not on time, then pay 800”. The
formal rules may easily represent the fees and the penalties of a contract.
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Another example is a smart contract that allows to use the DLT as an ownership register: The smart contract
acts like a notary that in one direction register the “ownership” into the DLT and on the other way allows
anybody, in case of public blockchain, to read the DLT and check if such an ownership exists.

The smart contract can be also programmed with a formal rule that the ownership may be transferred by
a subject A to B under certain conditions. In this case the smart contract may act as a “notary”.

Furthermore, smart contracts can be used for more complex transactions like governing a group of people
that share the same interests and goals in a decentralised manner.

With blockchains and smart contracts it is predictable a future in which contracts are embedded in digital
code and stored in transparent, shared databases, where they are protected from deletion and tampering.

In an ideal implementation, smart contracts would have the following features (at the current maturity
level of the existing implementations not all of these desiderata are completely met):

e Speed- smart contracts are basically software code to automate tasks while standard contracts are
time-consuming and costly

e Safety- at least in theory its practically impossible to hack the smart contract. Encryption keeps the
documents safe

e Trust- all of the transactions are encrypted and saved on the ledger, the possibility of losing data is
impossible

e Autonomy- there is no intermediaries to confirm or to rely on them, user can make his own contract
since execution is managed automatically by the network

e Savings- smart contracts can save money since the intermediaries are eliminated by design.

2.4 Public Blockchain

In a public blockchain network, the blockchain is a trusted and public ledger of transactions, that everyone
can audit but no single user controls. Everyone can join the network at any time and participate to
consensus without authorisation. The algorithms and mechanisms at the base of a public blockchain
network can be seen as a whole as a protocol that operates on top of the Internet, like the HTTP or the E-
Mail.

The network typically has an incentive scheme to encourage more participants to join it. Nowadays, Bitcoin
is the largest among public blockchain networks. It was designed to securely cut out the third parties in any
exchange of asset scenario. It is a peer-to-peer network where nodes communicate exchanging messages
in the form of transactions and blocks. Each transaction is verified and synced with every node that
maintains a local copy of the blockchain. every single node updates it with the messages received by its
peers that are independently validated [4].

Unless this has occurred, the next transaction cannot move forward. Anyone with a computer and internet
connection can set up a node and synchronise the entire blockchain history by downloading it and verifying
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it independently. While this redundancy makes public blockchain virtually impossible to control by single
entities, it also makes it slow and wasteful.

As it is decentralised and relies on cryptographic proofs for value transfer, a public blockchain is also very
hard to hack: in such a system a hacker should be faster than the whole network and overtake the network
hashrate, thus making a hacking extremely expensive if not impossible to achieve, considering also that the
value of hacked coins could drop to zero if a hack is discovered.

One of the drawbacks of a public blockchain is the substantial amount of computational power that is
necessary to maintain a distributed ledger at a large scale; this is due to the proof-of-work consensus
algorithm, the most used within the public blockchains projects. Within this consensus algorithm, each
network node is competing with each other for building the next block of the blockchain: a really complex
and resource intensive cryptographic problem must be solved to link the block created by the node to the
blockchain. The first node that is able to solve the problem sends the newly created block to its peers for
their verification. Each peer, once has correctly verified the block, adds it to its local copy of the blockchain,
thus spreading the knowledge of the new block to all the network. The process of block creation, in a proof-
of-work based blockchain, is very time and resource intensive; and this has two consequences: the
confirmation time of the single transaction is not instantaneous and is directly correlated to the whole
number of pending transactions in the network; and the user has to pay a fee to remunerate the nodes
work. The fee amount is related to the number of pending transactions in the network and the block size:
since block space is limited, users that are willing to pay higher fees can obtain a faster confirmation (i.e. in
the following block).

Another disadvantage, present in some of the public blockchains available, is the openness of public
blockchain, which implies no privacy for transactions even if it is difficult to correlate a transaction to a real
person. This issue, present in Bitcoin and Ethereum and many others, has been addressed in other public
blockchains thanks to different cryptographic protocols focused on privacy (e.g. zero knowledge proofs).

2.4.1 Proof-Of-Work and Proof-Of-Stake for the public blockchains

Proof-of-Work (PoW) is one of the most used consensus algorithms in public blockchains (e.g. Bitcoin) to
verify and write transactions on the blockchain.

In order to agree on a certain state of the blockchain, consensus needs to be established by applying a
predefined set of rules that all honest nodes will enforce on their own ledger replica. In the context of PoW
based blockchains, mining is another name for the process of finding blocks of transactions that are
compliant with the consensus rules and contain a valid PoW. In simple terms, finding a valid PoW means
giving a cryptographic proof that to find a certain block parameter, usually the block header cryptographic
hash, a great amount of resources have been consumed.

Each node, also called miner, needs to provide a proof that he solved this specific cryptographic puzzle in
order to add a block to the blockchain [3] . Each time the challenge is solved a new block is added to the
blockchain and the node (or miner) who solved it is rewarded with some cryptocurrency units. This proof
is very difficult to produce but it is very easy to validate thus this make the blockchain network hard to
manipulate. The required cryptographic proof is time and resource consuming, and this ensures that no
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maliciously crafted transactions are added to the blockchain since the malicious node would have to
compete and beat the entire computational power of the rest of the network to be the one who solves the
puzzle first.

Proof-of-Stake (PoS) [5] is another consensus algorithm that works differently from PoW trying to address
its issues. In this algorithm, validators take turns by proposing and voting on the next block where the
importance of the validators vote depends on the stake he has in the network in terms of cryptocurrency
units. PoS is surely less time and resource consuming than PoW but is more susceptible to manipulations
by validators which owns the majority of the crypto tokens of the network.

2.5 Private Blockchain

When the DLT is accessible only under permission, it may be called “private blockchain network”. The main
aspects of private blockchains regard the governance of the network and the sustainability model due to
the lack of native cryptocurrency; only public blockchains are capable of govern and economically support
themselves thanks to the incentive schemes consisting in crypto tokens rewards.

To take part in the network, an actor requires an invitation and must be validated either by the network
starter or by a set of rules put in place by the network starter. The private blockchain is the way through
which private organisations are trying to respond to compelling questions about blockchains. From the
point of view of a private organisation, indeed, there are some needs that a public blockchain cannot satisfy
for its intrinsic nature.

e The ledger cannot be public since it might contain data relevant for the business that cannot be
shared to other participants;

e The system should be able to work without cryptocurrency as the network does not need to
economically support itself since it is backed by a private organisation.

o Network scalability should be possible at an affordable cost

e The time needed for transactions confirmation should be short.

The most representative frameworks for private blockchains are Hyperledger Fabric and R3; the specific
technical aspects of the two will be discussed in D4.2.

The main characteristics of private blockchains are:

e Ability to define the governance model;

e Ability to combine the DLT with traditional payment systems;

e Ability to define the consensus mechanism so that to be more scalable in term of timing;
e Ability to guarantee confidentiality of the transactions and also of the smart contracts.

In the following table, a preliminary comparison between the different DLTs technologies, both public and
private, is provided. A deeper comparison between selected DLTs, with the goal of selected the one that
will be used for the prototype implementation, will be the focus of T4.2.
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Open Currency Public Description of platform Consensus Governance Smart contracts
Source
Yes -Ether -Yes Generic blockchain platform -Mining based on proof-  Ethereum -Yes
-Tokens via smart -(Permission less, of-work(PoW) developers -Smart contract
contracts public or private) -Ledger level code( Solidity)
Hyperledger Yes -None -No Modular blockchain platform -Freedom of choose Linux -Yes
Fabric -Possibility for -Private between more types of Foundation -Smart contract
currency and tokens  (Permissioned) consensus code(Go,Java)
via chain code -Transaction level

R3 Corda Yes -None -No Specialised distributed ledger -Freedom of choose R3 -Yes
-Private platform for financial industry (and between more types of -Smart contract
(Permissioned) possible broad use) consensus code(Kotlin,Java)
-Transaction level -Smart legal

contract(legal prose)

Yes -Bitcoin -Yes Generic blockchain platform -Mining based on proof-  Bitcoin -No
of-work(PoW) developers
-Ledger level
Yes -Lumens -Yes Distributed payment -Stellar consensus Stellar -Yes
infrastructure, micropayments protocol(SCP) developers

Table 2: Comparison between different blockchain platforms and their characteristics
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2.6 Guidelines for adoption of DLT Technologies

When a specific use case is chosen, a fundamental question must be answered: Is a a blockchain needed?
And in case of a positive answer, is a public or a private blockchain needed?

As already said in the previous sections, blockchains, both public and private, make possible to have a
system that is by design super partes and in which participants of a digital ecosystem may place their
trust.Through it, the blockchainsmake connections with all the other participants without the need of
knowing and trust them. This sure advantage already underlines an important aspect that a use case should
have: the presence of an ecosystem where different actors participate.

Making sure that indeed an ecosystem is present, it is then possible to appreciate what such a family of
technology may bring as advantages: a tamper-proof record of all the transactions happening between the
ecosystem’s participants. Also, here another question arises: is there a member of the ecosystem that
everybody can or want to trust? In case of positive answer, should it be considered if a traditional database
can actually do the job it is needed, as using a blockchain may actually not bring useful features that it is
really needed?

If, after these two questions, the conclusion is that a blockchain might be needed for the chosen use case,
it is important to understand if a public blockchain could do the job, or if a private one is better.

The fundamental aspects to analyse here are two: governance and confidentiality. A public blockchain has
the advantage to give an already set up and maintained infrastructure that can used with a pay as you go
policy (the transaction fees, that can be seen as pure OPEX); but this comes at the cost of confidentiality
(in same cases) and loss of control over the governance of the network. If it is needed to control who has
access to the network and who has or has not the rights to see a specific block written on the blockchain, a
private blockchain network (also known as a permissioned blockchain) is needed. This of course means that
the infrastructure will have to be built and maintained together by all the participants of the ecosystem,
thus increasing the CAPEX.

In Figure 3, what has just been said is described in a useful flow chart.
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